
Teardrop and its followers are fragment overlap attack. Many IP stacks have shown erratic 
behavior (excessive resource exhaustion or crashes) when exposed to overlapping fragments.  
 
[Solution] 
By defeault settings of Netdefend Firewall below, it protects fully against fragmentation 
overlap attacks. Overlapping fragments are never allowed to pass through the firewall. 

 
Teardrop and its followers will show up in Netdefend Firewall logs as drops with the rule 
name set to "IllegalFrags". The sender IP address may be spoofed. 


