This category of attacks all make use of "amplifiers": poorly configured networks who amplify a
stream of packets and send it to the ultimate target. The goal is excessive bandwidth consumption
- consuming all of the victim's Internet connection capacity. An attacker with sufficient bandwidth
can forgo the entire amplification stage and simply stream enough bandwidth at the victim.
However, these attacks allows attackers with less bandwidth than the victim to amplify their data
stream to overwhelm the victim.

e "Smurf" and "Papasmurf" send ICMP echo packets to the broadcast address of open
networks with many machines, faking the source IP address to be that of the victim. All
machines on the open network then "respond" to the victim.

* "Fraggle" uses the same general idea, but instead using UDP echo (port 7) to accomplish
the task. Fraggle generally gets lower amplification factors since there are fewer hosts on
the Internet that have the UDP echo service enabled.

[Solution]

Smurf attacks will show up in Netdefend Firewall logs as mases of dropped ICMP Echo Reply
packets. The source IP addresses will be those of the amplifier networks used.

Fraggle attacks will show up in Netdefend Firewall logs as masses of dropped (or allowed,
depending on policy) packets. The source IP addresses will be those of the amplifier networks
used.

Avoiding becoming an amplifier

Even though the brunt of the bandwidth stream is at the ultimate victim's side, being selected as
an amplifier network can also consume great resources. In its defalt configuration, Netdefend
Firewall explicitly drops packets sent to broadcast address of directly connected networks
(configurable via Advanced Settings -> IP -> DirectedBroadcasts) as below. However, with a
reasonable inbound policy, no firewall-protected network should ever have to worry about
becoming a smurf amplifier.

IP Option Sizes: ValidateLogBad ~ Walidity of |P haader option sizes.

IF Option Sourca/Return: | Droplog W How to handle IP packets with contsined source or retwmn rowtes.

|IF Options Timestamps: | Dreplog W How to handle IP packets with contsined Timestamps.

IP router alert option: ValidateLogBad Vv How to handle IF packets with contained route alert,

IP Options. Other: Droplog “ How to handle IP options not specified above.

Directed Broadoasts: Draplog v Hew te handle directed broadcasts being passed from one interface to another.
IP Reserved Flag: Dreplog W How to handle the |P Reserved Flag, if set; it should never be.

Strip DontFragment: 63333 Strip the "DontFragment” flag for packets of this size or smaller.

Multicast Mismatch: Dropleg L' What action to take when ethernet and IP multicast sddresses doss not match,

Protection at the ultimate victim side

Smurf, and its followers, are resource exhaustion attacks. More specifically: they exhaust your
Internet connection. In the general case, the firewall is situated at the "wrong" side of the Internet
connection bottleneck to provide much protection against this class of attacks. The damage has
already been done by the time the packets reach the firewall.

However, Netdefend Firewall may be of some help in keeping the load off of internal servers,
making them available for internal service, or perhaps service via a secondary Internet connection
not targeted by the attack.

e Smurf and Papasmurf floods will be seen as ICMP Echo Responses at the victim side.
Unless "FwdFast" rules are in use, such packets are never allowed to initiate new
connections, regardless of whether or not there are rules that allow the traffic.(For some



specific network environment the FwdFast rule must be involved, if so, we recommend to
use the filter function in IP rules for particular source network.)

g IP Rule

An|F nfe specifies what action to perform on network traffic that matches the specdfied. filles eritena.
General 'i_-ng éeﬁiﬁgs NAT SAT r'\-1u'l't'ipiéx SAT SLBSAT 5LB Monitors
To aveid the attack of Smurf and Papasmurf flood, we recommend to nse
#/ General NAT or Allow Rule against to use Forward Fast.

MNams:
Action: Crop
Service:
e Crop Drep the padket silently
Schadule:
= Reject Drep the padiet and respond with an ICMP eror or TOP reset
m Allow Stateful connection orestion
#/ Addre
) m MAT Dynamic Address Translstion (hide)
Gpecifyy sou m Forward fast Stateless padket forwarding w1s have to match for the
L] eaT Static Address Translation
Interfsce: ! | SLB SAT Server Load Balancing using Static Address Translation
Metawork: oys Multiplex SAT Multiplex Static Address Translation

* Fraggle packets may arrive at any UDP destination port of the attacker's discretion.
Tightening ones inbound ruleset may help.

e Traffic Shaping may also help absorb some of the flood before it reaches protected servers.



