How to forward the remote user's PPTP traffic ®lthn to LanlPSec Tunnel
Before the scenario hands-on, we assume that ddenrg already along with
following abilities and resource:

1. The simple routing concept

2. The basic concept for LAN-to-LAN IPSEC. You gafer the KM, DK0O600062 for

the detail configuration.

Scenario summary:

DFL modd f/w v2.12 or later

1. Establish a IPSEC tunnels between both DFL model

2. Establish PPTP tunnel between the userl andIPF202.129.109.92, and this

DFL device will forward the PPTP to LAN2

&.----"'-‘PPTP
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IP:1.1.1.1 Internet
O ’—BBSec VPN
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HQ Mch office
DFL-210/800/1600 DFL-210/800/1600 WAN Interface:

WAN Interface: 202.129.109.93

202.129.109.92

LAN Interface

LAN Interface:
192.168.0.1

182.168.1.1

LAN 2
192.168.0.0/24

LAN 1
192.168.1.0/24

IP Address: 192.168.1.2 P Address: 192.168.0.2
Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0
Defaull Gateway: 192.168.1.1 Default Gateway: 192.168.0.1

Requirement:
1. Set PPTP connection.
2. Set IP rule to forward traffic.



HQ firewall

Step 1. Set up IPSEC tunnel. Please refer the KM, DKO60G06#he detalil

configuration.

Step 2. Create two address objects for PPTP server.
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Step 3. Create a PPTP server as the following.

L Status R Maintenance -

wAHome e Configuration

I Toals =

The Address Book contains symbolic names for warious types of addresses, including IP netouor

Address ~

0.0.0.0/0

10,1.1.10-10,1,1,20
lannat, pptp-niet

= hq

---. 0 System

¥ | Ohjects

# Rules
[%':_I----_;_-'_;Irrterfaces

= Ethiernet

- LEYLAN

- S IPsec

~{®PPPoE

1S PPTPL2TP Servers
----- S PPTRILZTP Clierts
- Interface Groups
..... N

- s Riouting

- g IDP £ IPS

H- g Lser Authentication
t-+ i Traffic Mananement

e R e O oy O |

15 o

% General

General | PRP Parameters | Add Route |

Name:

Inner [P Address:
Tunnel Frotocal:
COuter Interface Filter:

Sener [P:

%] Comments

APPTR/LZTF server interface terminates PPP (Foint to Puai

|pptp-sty

1o.1.1.1

PETP

wan w
:wan_ip w

Comments:



T . ]Eg ppq)-sw

- 3 System Y : A ey

Iel-ulp 5 - Genersl ' PPP Parameters | Add Route |

| | Ohjects

L g Rules & General

o= =t

E -‘-ﬂnt_erfaces Specify if User Authentication Rules are to be uzed, and the encnptior
----l,E‘JEthernet 1 conneced clients.
- LEAVLAN !

p Use User Authentication Rules

""ﬂPF‘TF’..fLQTP Setvers e . . -
28 PPTPIL2TP Clierts & ] Microsoft Point-to-Point Encryption (MPPE)
[ ylnterface Groups [# Mene
""" #® LRP |7 RC440bit
[+ Riouting :
L@ DP /1PS [# RO45E bit
[ | g User suthertication [ RE4 128 bit
[ = Traffic Managemerit
& IPPool Rg
IF Foaol: IPPtp-net el
Frimany Secondany
DNS: 168.95.1.1 i [(Mane) 2
NEMS: (Mone) - [(Menel |

Step 4. Create a local user database, named “pptp” ancé adér object in it.
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Step 5. To authenticate the remote user, please createrauth rule as the

following.
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Step 6. Add pptp-srv interface to ipsec-lan interface grobject.
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Step 7.

address group.
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Branch office

Step 1. Create tow address objects as the following masgked.
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Step 2.
address group.

wAHorme onfiguration +

| L f_ls Address Book

il

[ &

u'j—d‘ o

[ Add =

‘-: all-nets

| l-il Interfacefddraszzes

The Addresz Book contains symbolic names for various types of addreszes, including

et

0.0.0,.0/0

I = pptp-net

tbnat 0 and | pm—_

10,1.1,10-10.1.2.20 |

I Jisubret 1_and_pptp

WPH-Remote-LAN, pptp-nst |

In IPSec-tunnel object, change Remote Network fielsubnetl_and_pptp

W Services
5 Schedules

i Authertication Ohjscts
| SYPN Objects

i Rules
Y Interfaces:

(o

- Lyl Etherniet
o EVLAN
- ) IPset

-1 PRTPIL2TR Servers
28 PPTRIL2TF Clients
----- U intertace Groups
----- #® ARp

L Riouting

B @ IDP /RS

[ g User Authentication
L= Traffic Management

:’;j IPSec-Tunnel
General | Authentication

& General

| IKE Settings

ufi} An IPzectunnel item iz used to define IPzec endpoint and will appear as a logical

&

Mame: {IPSac-Tunnel

Local Nehwoda:

Remote Metwaork: subnet_1_and_pptp
Mame
! alknets
E lation Mod 3 dmeip
ncapsulation Maode: e

4 lan_ip

4] Algorithms =
— i pptpenet

Remote Endpoint:

lannat

IKE Algarithms:

IKE Life Time

L subnet 2
|2 WPN-Remote-LAH
I wand_ip
|Psec Life Time '::J waninet

|Pzac Algarithms:

W wan? ip

lannet s

0.0.0.00°

172 17 100,254

17247 1000429

192 16804

192,168 .0.024

10.1.1.10-10.1.1 20

lannet; WEN-Femote-LaH

lannat, subnet 2
N, pptp-net

192 168 2 024 |

192168 1.0/24

202.129.109.93

202.129.109.0/24

192 168,120 264



Remote user
Step 1. Create a PPTP connection.

Mew Connection Wizard

Metwork Connection Type
‘Wwhat do pou want to do’?

" Connect to the Internet
Connect to the Infemet sowou can browse the Web and read email

{*" Connect to the network at my workplace
Connect to a busineszs netwark {uzsing dialup or WP 20 vou canwork from home,
4 field office, or another location,.

" Set up a home or small office network
Connect to an existing home or small office network or et up & new one.

" Set up an advanced connection

Caonnect directly bo another computer using your senial, parallel, orinfrared port, or
set up this computer o that other computers can canhect ba it

< Back I f et I Cancel |

New Connection Wizard
Metwork Connection :
How dorpou want to connect to the network at your work place’?

Create the following connechion:

" Dial-up connection
Connect using & modem and a regular phore line ar an lntegrated Services Digital
Metwark [ISOMN] phone line.

% Virtual Private Network connechion

Connect to the fetwark uzing & wirtlal private fetwark [MEN] connection aver the
Internet.

< Back I Mext > I ‘Cancel

Step 2. Enter the name of PPTP connection.



Mew Connection Wizard [

Connection Mame
Specify a name far thiz connection to pour workplace.

Type aname for this canrisctian i the fallowing bow

Company Mame

202.123.109.92

For example, you could tupe the name of your werkplace o the name of a serser you
will connect ta,

¢ Back I fl et I Cancel

Step 3. Enter PPTP server IP.

Mew Connection Wizard [

¥PH Server Selection
‘What iz the name or address of the WPM zerver?

Type the hozt name or Internet Fratocol [IF) address of the cormputer b which youars
ConnECHND.

Host narnz or 1P address [for example. microsoft con ar 157 54007 :

202.123.109.92

¢ Back I fl et I Cancel |

Step 4. enter the username and password and then clickrii€xhbutton



Connect 202.129.109.92

zer name: iUSEf

Fazzwiord: i""

[ Save this user hame and pazsword for the Following users:
= K anly

2 Srpone whio uses thiscomputer

Connect I Cancel | Properties | Help

Try to ping the 192.168.0.1 from remote user

C:srping 192168 .8.1
Pinging 122_168.8.1 with 32 bytesz of data:
Reply From 192.168._8.1: hytes=32 time=275mz TTL=254

Reply from 192.168.8.1: hytes=32 time=1mz TTL=254
Reply from 192.168.8.1: hytes=32 time=2mz TTL=254

Reply from 192 _168_A.1: hytes=32 time=3msz TTL=254

Ping statistics for 192_168_.8.1:
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = ims. Maximum = 275ms. Average ?8m




