How to connect OSPF mutiple area with virtual link

Before the scenario hands-on, we assume that éldenrz already along with following abilities:
1. Basic knowledge of OSPF.
2. Basic concept of IP routing.

Scenario summary:
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Object:

Enable OSPF routing protocol in the scenario aband,SW1 can learn FW3's lanl interface route and
FW3 can learn SW1’s vlan20 route with any routiedistribution. Note in this scenario, FW3 must use
OSPF virtual link to connect back to area 0.0.adgording to OSPF protocol define.



FW1
Stepl. Set the IP address for LAN and WAN respebtiv
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Step2. Create an OSPF process as the screensh®thiEdroute ID option will be used on remote
neighbor’s virtual link setting. And then enabldlantication feature. In this case, use ‘dlinkb®ma
pre-share key
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20 OSPF Router Process defines 3 group of routers exchanging routing information wia the
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Step3. Create an OSPF area, 0.0.0.0.
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7 Become a default router for stub area ("Summanze™
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Step4. Add interface wanl in area 0.0.0.0.
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= S'els_:gf_ and define the properties of an interface that should be made a
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Step5. Create another OSPF area, 0.0.0.1.
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Step6. Add interface wan2 in area 0.0.0.1.
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Step7. Enable OSPF virtual link feature and putémeote router’'s OSPF id in the ‘Link to router ID’
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option. In this case, should use the FW2's OSPF ID
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Step8. Create a Dynamic Routing Rules to allowrdles are learnt by OSPF to inject in main routing
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Step9. In the rule created above, add a RoutingAsias the screenshot. Select “main” routing téble
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Step10. Add two IPrules for the PC1 and PC2

IP Rules

IP rules are used to fitter |P-based network traffic. In addition, they provide means for address translation as well as Server Load Balancing.
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Stepl. Set the IP address for LAN and WAN respebtiv

Step2. Create an OSPF process as the screensh®thiEdroute ID option will be used on remote
neighbor’s virtual link setting. And then enabldlantication feature. In this case, use ‘dlinkb®ma
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20 OSPF Router Process defines 3 group of routers exchanging routing information wia the

General Dby Authentication Advanced Liog Setting=s

# j General

Hame: processl

Router 10 dmaz_ip "

Frivate Router |O: (Mene) w

Referance Bandwidth: | 1 Ghps w

[T RFEC 1583 Compatibility hiade

# / Comments

Comments:

2
[ g Sy=stem
Objects
§ Rules
Interfaces
= Routing
I Routing Takbles
28 Routing Rules
8 Dynamic Routing Rules

4 OSPF Interfaces
28 OEPF Meighbors

@ processi

#£n O5PF Router Process defines a group of routers exchanging routing information via the

General Debiug Authentication Aclvanced Log Settings

# / General

Al O5PF protocol exchanges can be authenticated via simple password or cryptograhpic hashes
{~ HNo Authertication

{» FPassphraze
dlink
{~ MDS Digest

10:

ey :

Step3. Create an OSPF area, 0.0.0.1.
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Step4. Add interface wanl in area 0.0.0.1.
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Step5. Enable OSPF virtual link feature and putémeote router’s OSPF id in the ‘Link to router ID’
option. In this case, should use the FW1's OSPF ID
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Step6. Create another OSPF area, 0.0.0.2.
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Step7. Add interface wan2 in area 0.0.0.2.
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Step8. Create a Dynamic Routing Rules to allowrdles are learnt by OSPF to inject in main routing
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Step9. In the rule created above, add a RoutingAsias the screenshot. Select “main” routing téble
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Step10. Add two IPrules for the PC1 and PC2
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IP nules are used to fiter IP-based network traffic. In addition, they provide means for address translation as well as Server Load Balancing.
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Step3. Create an OSPF area, 0.0.0.2.
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Step5. Create a Dynamic Routing Rules to allowrdles are learnt by OSPF to inject in main routing
table



AP i
7% OSPF-to-mainRT
# Dynamic Routing Policy rule creates 3 fifter to cateh statieally configured or O5PF leamed routes, The match
more routing tables.

| Ohjects General Mﬁre F‘arameters Loy Seﬂihgs
£ Rules
nterfaces ] General
=5 Routing
Name: CSPF-to-mainRET

+- [ Routing Tables
g Routing Rules

:.'}Dynamic Fouting Rules USEE probesy

B OSPF-to-mainRT AR Selected
» - processl -
§ OSFF Actions J _I
s jRouting A (s From D5PF Process: e
- =g mainRT-10-05PF
g O=PF =

B gy IGMP
= =

+- 4 Route Load Balancing

el B thimes TatHnes Routing table

Step6. In the rule created above, add a RoutingAsias the screenshot. Select “main” routing table
be the Destination Routing table.
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Step10. Add two IPrules for the PC1 and PC2

g IP Rules

IP rulez are used to fitter IP-based network traffic. In addition, they provide means for address translation 35 well a5 Server Load Balancing.
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SW1:

config vlan default delete 1-27

config vlan default add untagged 13-27

config vlan default advertisement enable

createvlan V10tag 10

config vlan V10 add untagged 1-4 advertisement disable
createvlan V20 tag 20

config vlan V20 add untagged 5-8 advertisement disable
createvlan V30tag 30

config vlan V30 add untagged 9-12 advertisement disable

createipif V10 192.168.100.200/24 V10 state enable
config ipif V10 proxy_arp disable
createipif V20 192.168.101.200/24 V20 state enable
config ipif V20 proxy_arp disable
createipif V30 192.168.102.200/24 V30 state enable
config ipif V30 proxy_arp disable

config ospf ipif System area 0.0.0.0 priority 1 hello_interval 10 dead_interval 40
config ospf ipif System authentication none metric 1 state disable

config ospf ipif V10 area 0.0.0.0 priority 1 hello_interval 10 dead_interval 40
config ospf ipif V10 authentication simpledlink metric 1 state enable

config ospf ipif V20 area 0.0.0.0 priority 1 hello_interval 10 dead_interval 40
config ospf ipif V20 authentication none metric 1 state enable

config ospf ipif V30 area 0.0.0.0 priority 1 hello_interval 10 dead_interval 40
config ospf ipif V30 authentication none metric 1 state enable

config ospf router _id 10.10.10.101

enable ospf

Show the routing table on the SW1

jile dmingshow iproute
how iproute

Fouting Table

IP Addresz/Netmask Gateway Cost Frotocol

Show the routing table on the FW3
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