How to configure the DFL-series, to use the group and user created in
AD windows 2003, for filters WCF in DFL-firewall.

Topology:
WAN
LAN
- -
PC_A PC_B Server 2003

IP: 192.168.1.10 IP: 192.168.1.20 IP: 192.168.1.100

User: testl User: test2

Group: room1 Group: room2

WCF: Gambling WCF: Shopping

In this example, we have two groups “room1” and “room2”. You have different WCF function,

if you use different user account and password to login.



(1) Add a new “external user database”.

- @ Logged in as administrator
admin - 192.168.1.20

Building Networks for People

& Home Configuration » | Toolsw 3 Status~ . Maintenance v @ Logout 7 Help

[

External User Databases

2 DFL-860 External user such as a RADIUS server, are used to verify user names and.

(-1 System

- Objects DAk

-8 Rules

- (gh Interfaces P Name. IPAddress Part vy
-1 Routing |1 < server2003 12 192.168.1.100 389 3 I

@@ 0P /IPS

[E)-|g6 User Authentication (&) Right-ciick on a row for addtional options.

#5 Authentication Settings
-8 Traffic Management

#-.0 ZoneDefense

~. server2003

General
#/ General
Name: server2003
IP Address: 192.168.1.100 v
Port: 389
Timeout: 5
Name Attribute: SAMAccountName

® Retrieve Group Membership
Membership Attribute: | memberOf

Use Domain Name: Dont Use v

2/ Database Settings

Base Object: CN=Users,DC=dlink,DC=com
Administrator Accounfl | administrator

Password: esecccce Note! Existing p wil shown with 8 characters to hide the actual length.

Confirm

Domain Name:

2/ Optional

Password Attribute: | userPassword




(2) Add a new "“user authentication riles”.

- @ Logged in as administrator
admin - 192.168.1.20

Building Networks for People

& Home Configuration » | Toolsw 3 Status~ . Maintenance v @ Logout 7 Help
: User Authentication Rules

2 DFL-860 ‘The User Authentication Ruleset from where users are alowed to authenticate to the and how.

-0 System

#-[3 Objects D ady

(8 Rules

@ gh Interfaces # Name Authentication agent  Authentication source Interface Comments

(8 Routing I 1 wLDAP HTTP LDAP Ldlan

@@ 0P /IPS
(=116 User Authentication
)@ Local User Databases
{98 Extemal User Databases

(Z) Right-ciick on a row for addtional options.

% Authentication Settings
-8 Traffic Management

-0 ZoneDefense

E The User Authentication Ruleset ifies from where users are allowed to authenticate to the system, and how.
I General I Log Settings Authentication Options Accounting Agent Options Restrictions

2/ General
Name: LDAP
Authentication agent: |HTTP v
Authentication Source:  LDAP v
Interface: lan v
Originator IP: lannet v o For XAuth and PPP, this is the tunnel originator IP.
Terminator IP: v

(3) Choose “LDAP servers”.

General Log Settings I Authentication Options I Accounting Agent Options Restrictions

#/ General
Select one or more authentication servers. Also select the authentication method, which is used for encrypting the user password.
RADIUS servers
Available Selected

Available Selected
‘ server2003




(4) Add two new authentication addresses.

@ Home @ Configuration v T Tools » S Status» . Maintenance v @ Logout ? Help

BorLs0 = M
@@ System
[=-|.J Objects Ak 4] Edtthis object
=, Address Book
{0 ALG with AVWCF B 1 & lannet-room2 192.168.1.0/24
0 Senices 2 M lannet-room1 192.168.1.0/24 room1
v IP Pools 3 '¢) wanl_ip 0.0.0.0 IPAddress of interface wan1
@ NAT Pools a ‘& waninet 0.0.0.0/0 I‘r; r;etwork on interface
¥¢5 Schedules
2 5 '3 wan1_gw 0.0.0.0 Default gateway for
& Authentication Objects interface wan1.
) Primary DNS server for
-1 VPN Objects 6 ') wan1_dns1 interface wan1.
HTTP Banner Files 7 &, wan1_dns2 0.0.0.0 Eﬁ‘ﬂl‘{ﬁ‘!_?{‘? server for

(5) Authentication group names must be the same with LDAP server.

lannet-room1
General

Q General

Groups and user names that belong to this network object. Objects that fiter on credentials can only be used as source nets and destination nets in the Rules section.

Comma-separated list of user names and groups:

room1

[] No defined credentials

o Checking this box specifies that this network object requires user authentication, but that it has no credentials (user names or groups) defined. This means that the network object only requires
that a user is authenticated, but ignores any kind of group membership.

| S—To—| | —C——

Q General

Groups and user names that belong to this network object. Objects that fiter on credentials can only be used as source nets and destination nets in the Rules section.

[] No defined credentials

o Checking this box specifies that this network object requires user authentication, but that it has no credentials (user names or groups) defined. This means that the network object only requires
that a user is authenticated, but ignores any kind of group membership.

(ox ][ cancel ]




{é Active Directory Users and Computers

<) File Action View Window Help

= | Om s

B R ag@fhvrga

€ SUPPORT_38...

@ Active Directory Users and Complters | Users 27 objects
5 Saved Queries Name [Fvee {IDescription ]
= @ Elél;k' CTP € Administrator  User Built-in account for admini...
& ziln:l:uters ﬂCert Publishers ~ Security Group ...  Members of this group are...
(@) Domain Controllers QDHCP Adminis... Security Group ... Members who have admini...
(] ForeignSecurityPrincipals ﬁDHCP Users Security Group ... Members who have view-...
£ Users mDnsAdmins Security Group ...  DNS Administrators Group
mDnsUpdatePr. .. Security Group ... DNS clients who are permi...
Domain Admins  Security Group ...  Designated administrators...
moomain Comp... Security Group ...  All workstations and serve...
mDomain Contr... Security Group ...  All domain controllers in th...
mDomain Guests  Security Group ...  All domain guests
moomain Users  Security Group ...  All domain users
ﬁEnterprise Ad... Security Group ... Designated administrators...
ﬂzGroup Policy ... Security Group ... Members in this group can...
ﬁGuest User Built-in account for guest ...
ﬁHeIpServices. .. Security Group ...  Group for the Help and Su...
mIIS_WPG Security Group ... IIS Worker Process Group
ﬁ IUSR_CHUCK  User Built-in account for anony...
ﬁ IwWAM_CHUCK  User Built-in account for Intern...
Security Group ...  Servers in this group can ...

Security Group ...
Security Group ...
Security Group ...

Designated administrators...

(6) Add a new “HTTP” ALG.

User This is a vendor's account ...
ﬁTelnetClients Security Group ...  Members of this group ha...
ﬁ test1 User
€ test2 User
mWINS Users Security Group ...  Members who have view-...

2 DFL-860
-9 System
213 Objects s
L4 Address Book
* Name Type Parameters Comments.
Services 1 [© http-wef HTTP ALG
Whtooe 2 http-outbound-av HTTP ALG b Bctivex: Strip Java Applets:  antivirus enabled.
19 NAT Pools
T2 Scheduies 3 [0 htto-outbound-vef HTTP ALG S Satvex: Strip Java Applets:  wab Content Filtering enabled.
£ Authentication Objects 4 [0 htto-outbound-av-wcf HTTP ALG ::: g;;x Strip Java Applets, ::2:':1; and Web Content Filtering
L7 VPN Objects RLUCEES b
s [© ftp-passthrough-av FTP ALG g;’:‘r';“;"”":“':‘:;d:":md Antivirus enabled

HTTP Banner Files.

Web Content Filtering

#) General

Anti-Virus

URL Filter

Name: I http-wef I

&7 Active Content Handling

] Strip ActiveX objects (nciuding Flash)
D Strip Java applets

[] Strie JavascriptVESeript

] Block Cookies

#J URL Verification

[7] Verify that URLs do not contain invalid UTF8 encoding

#J Fail Mode

In cases where file integrity or content scanning fails, the ALG can according to the Fail Mode setting, either allow or deny the scanned file.
]

Fail Mode: Deny v

# HTML Banner

Select the HTML banner object to use with this ALG.
HTML Banner: Default v



 General | File Integrity | Web ContentFitering | Anti-Virus | URL Fiter |

#7 General

Mode: :Enabled g

#) Categories

Web content categories to block
Allowed Blocked

Adult content -~ Games sites

Advertising B Shopping

Business oriented
Chatrooms

Clubs and Societies
Computing/IT

Crime/Terrorism E
Dating sites

Drugs/Alcohol

E-Banki -

#) Options
Non-Managed Actk :Block
Allow Override

Action to take for content that hasn't been classified.

Allow Reclassification

(7) Add two new services “HTTP-WCF-shopping” and “HTTP-WCF-gambling”.

2 oFL-860

@@ System

{3 Objects
B, Address Book

At

ALGudh AVMWCE
| ‘@ iservices| | 1 O hittp-vcf-shopping Tcp £ hittp-vef - WCFiEnabled
S oot 2 http-vef-gambling Tcp 50 http-vef - WCF:Enabled
NAT Pools L2TP control and transport,
a R 3 O I2tp-raw Group. I2tp-ctl, 12tp-encap e
¥ IPsec ESP d
12 Authentication Objects 4 @ ipsec-esp 1PProto s0 .m.m::dn;rypmd an
% VPN Objects IPsec AH (authenticated
Big bie s @ ipsec-ah 1PProto 51 only)
HTTP Banner Fies -

TP e MATbrssmr ] (ohrmiinb

ﬁhﬂpwcfshopping , 4

General
#) General
Name: vhttp-wcf-shopping
Type: [Tcp E
Source: 10-65535
Destination: | 80

1 Enter port numbers and/or port ranges by For 137-135,445

Pass returned ICMP error messages from destination

] SYN flood protection (SYN Relay)

#) Application Layer Gateway

An Application Layer Gateway (ALG), capablepf aging advanced can be specified for this service.
ALG: 'http-wcf _;J

Max Sessions: vzoo

pecifies how many g that are permitted using this service.




General

# General

Name: 'http-wcf-gambling
Type: 'TCP E
Source: 10-65535

Destination: |80

Enter port numbers and/or port ranges separated by commas. For example: 137-139,445

Pass returned ICMP error messages from destination
D SYN flood protection (SYN Relay)

#) Application Layer Gateway

An Application Layer Gateway (ALG), capable,
ALG: ’http-wcf Ej

Max Sessions: ’zoo

f managing advanced protocols, can be specified for this service.
Specifies how many concurrent sessions that are permitted using this service.

(8) Add five IP rules. These are for authentications.

JJEeroco0 %
@@ System
£-{J Objects DAy
-8 Rules
g
{8 lan_to_wan1 1 § dns 3 lannet 3 all-nets @ dns-all

D Access 2 $ auyhed-allow 0 et Edlan B lannet-room1  [53 van1 B all-nets @ http-vcf-gambling
&g Interfaces 3 $ authed-allove i nat Edlan & lannet-room2 Edvan1 B all-nets @ http-wcf-shopping
(g Routing P $ no-authed-sat X 4 lan © lannet 59 van1 2 all-nets. D all_services
@-@oe/ps s 2 Ldian 2 lennet Lvent 2 slinets Dol services
&-{5G User Authentication - g lan_to_vant
g ﬁ;":ﬁ;'::“"“"“ 7 $ ping_fw 3 Allow Edlan 3 lannet 159 core B lan_ip @ ping-inbound

oneDefense
(@ Right-cick on a row for additional options.

(9) New IP address have to choose “LAN_IP”.

— & no-authed-sat

C orL-s60 A IP
@@ System ——e
@:oy*m General | Log Settings | NAT Multiplex SAT | SLBSAT | SLB Montors |
-8 Rules
&- § PRules 2J General
L§ lan_to_wan1 Transiate the
D Access @ Source 1P
@-{g Interfaces Destination IP
#-{ Routing "
G TS New IP Address: |lan_ip v
{6 User Authentication
-3 Traffic Management New Port: @) is value may only be appiied on TCP/UDP servioes with port set 1o either a single port number of a port range without gaps
[#-|.0 ZoneDefense [F7] Ait0-One Mapping: reurite 3l destination IPs to a single IP




(10) You can see the status, if you authentication successfully.

4. Maintenance @ Logout 7 Help

T Tools -

& Home

& Configuration v

3 Status +

" Q8 User Authentication Status
e L0 0 8 sutbactonnd v,

3 oFL-8s0
@@ System
- Objects ) User Authentication Status
2, Address Book
o Username 1P Address. Interface ‘Session Timeout Idle Timeout
b:.‘c with AVIWCE test1 192.168.1.20 lan 17m room1 ®
test2 192.168.1.90 lan 24m room2
@ services L]
9 P Pools.
5 NAT Pools.
2 Schedules
(11) This is forbidden successfully.
Y ot vehoormz Y O Access Denied . S 3

< o A ] IRy

©! Major WorldIndic.. 7\ DDoS Denial of Ser... # Network Performa... A Arista Networks Bl ICRT &} MobileO1 % Cisco Systems,Inc (D) EF£ 2E23 M.. *J Google [) BMIBEAR! > O R
Forbidden:

Access to the location: http://www.blackjackspot.com

has been denied for the following reason:
The URL is forbidden.

Classification:
- Non-Managed

Allowed categories:

- Adult content

- News

- Job search

- Gambling

- Travel/Tourism

- Entertainment

- Chatrooms

- Dating sites

- Investment sites

- E-Banking

- Crime/Terrorism

- Personal beliefs/Cults
- Politics

- Sports

- WWW Email sites

- Violence /Undesirable
- Malicious

- Search sites

- Health sites

- Clubs and sodieties

- Music download

- Business oriented

- Government blocking list =

END



