How to setup PPTP server on DFL-160

Topology:

PPTP client

Setup:

(1) WAN type chooses “static”.

admin - 1

ADMINISTRATION

Configure the connection type used for accessing the Internet.

Internet Connection Type:
DHCP SETUP

When using DHCP, the device wil automatically try to retreive the WAN settings from your I1SP.

Should normally not be
changed

STATIC CONNECTION

Static WAN interface configuration is most commonly used in dedicated-ine Internet connections.

. 210,16, 0S ntered on
I ify them with

Network: 255,265,255,248
Default Gateway: 218,210.16.25
Prirmary DNS Server: 188.95.1.1

Secondary DNS Server: 8.8.8.8

MTU: Should normally not be
changed

PPPOE CONNECTION




(2) Go to firewall > VPN>General. Tunnel protocol chooses PPTP.
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GENERAL

A PPTP/L2TP server terminates PPP (Point to Point Protocal) tunnels set up over existing 1P networks.

Name; PPTP

Tunnel Protocol

Require IPsec encryplion

PSK - Pre-Shared Key: l:l Note! Existing PSK will zhways be shown with 8 characters
to hide the actual length.

IP POOL SETTINGS

IP Pool Address Range: [152:168:10.150 | to [2188:30.5 |

Relay DNS queries on behalf of dients.
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AUTHENTICATION

[]|Allow un-authenticated users.

Allow users to authenticate using PAP. {User name and password are sent in plaintext)
Allow users to authenticate using CHAP.
Allow users to authenticate using MS-CHAP. (MPPE Encryption Possible)

Allow users to authenticate using MS-CHAP v2. {MPPE Encryption Possibla)

MICROSOFT POINT-TO-POINT ENCRYPTION (MPPE)
[] Mone
7] |Rc4 40 bt

[#] |RC4 56 bit
[#] |RC4 128 bit
[] Stateful MPPE (less secure, use only for compatibifity)
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(4) Go to firewall > VPN users. Add new PPTP user account.

Firmware Version: admin - 192.168.1

VPN USERS

(£1 Right-click on a row for additional options.
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(5) When PPTP client connect to DFL-160 successful, you can go to status>user

authentication to check current login users.

Firmware Version: 2 admin - 192.168.10.10

Username 1P Address Interface Session Timeout Logged in as Forcibly Log Out

182.168.10.150

| LISER AUTHENTICATION I

ITES
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END



