The Version of Ubuntu in this KM is Ubuntu-11.04-desktop-i386
The DFL FW is v2.40.00.10

[Test Topology]
PC1(192.168.1.100)------ (L1:192.168.1.1/24)DFL-2560(W1:PPPOE)------ Internet

PC2(192.168.1.66)-—---/

PC1 is the Radius server; PC2 is the End User
The MAC address of PC2 is 00-21-70-b5-ee-92

The settings of DFL-2560

Setup DFL-Firewall RADIUS Server, the shared secret is “dlink”
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Setup the WebUI before rule and change the http port to 8080

':‘ii Remote Management

Setup and configure methods and permissions for remote management of this system.

Ij Add w 7 Advanced settings
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I L:lj Remote Management Settings

# ] General 1

(_"_ Setup and configure methods and permissions for remote management of this system.
o

S55H Before Rules: ™l Enable S5H traffic to the firewall regardless of configured |P Rules:
Webll| Before Rules: |7 Enable HTTPR{S) traffic to the firewall regardless of configured IP Rules.
Validation Timeout: 30 [ Time in seconds to wait for an admin to login before reverting config,
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Setup DFL Firewall User Authentication Rule
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Select “MAC authentication” as the Login Type
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Allow ne awthentication,
| Usa PAP suthentication protosol. User name and password are sant in plaintext
| Us= CHAP suthentication protocol.
| Use MS-CHAF suthentication protocol.

| Usa ME-CHAF w32 authentication protocol.

& HTTP(s) Agent Options

I Login Typs: |MAC authentication s l
HTTF Banners: | Default v
Realm String:

#J MAC Authentication

’:l Alloa Cliants behind router to connect
MAC Auth Secret:

Confirm Sscret:

# ] HTTPS Certificates

Password used to suthenticate MAC user, if empty the MAC address will be sent as password.

Note! Existing secret will shays be shown with & characters to hide the actual length.



Add an IPv4 address object for authenticated users
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The authed user is “00-21-70-b5-ee-92”, or the authed group is “webauthedgroup”.
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Setup the required IP Rules

IP Rule

-An IF nil= spedifies what acfion to-perform on network traf fic that matches the specified filter critera. -

General = LogSeftings | MNAT | SAT | MullplexSAT | SLBSAT | SLB Moniors |

#7 General
=
Action: .-SAT
Bervice: ::all_ser\rices

Schedule: | [Mone)

# Address Filter

Specify source interface and source network, together with destination interface and destinstion netivork. All parameters ha

Interfzne Metaark
SOUrCE: |lan1 v .|EI'I1._I'IE|:

- , - .
Destination:. | Hinet_PPPoE Gy all-nets

# ] General

Tranciate the
(7 Seurce P

(@: Destination [P

1o
New |P Address: | |an1_ip v
Mew Port: il | o Thiz value may only be applied on TCFYUDF services with pert set to sither:
L g3ps
B All-to-One Mapping: rewnite sl destination [Ps fo 5 single IP
IP Rule
i 1Pl speciies whatscton o erform on network i that s th sosci .
General ~ LogSeftings | NAT | SAT | Muliplex SAT | SLBSAT © SLB Monitors |
# General
Action: :-Allow \PI
Service: all_services I
Soheduie: | [None) v

# ] Address Filter

Specify sobroe interface and source network, together with destination interface and destination network. All parameters has

Interface Metwork

Source: | lani iz | | lani_net

Destinstion: | Hinst_BPBoE | all-nets



g IP Rule

General |~ Log Settings | NAT | SAT |  Multiplex SAT | SLBSAT | SLB Monfors |

& General

Action: | NAT !
Service: | all_services

Scheduler | [None) hal

# ) Address Filter

Specify source interfzce and souwrce network, together with destination interface and destination network. All parameters hay

Interésce Metwork
Source: lant b lani_webuser_auths
Destination: | Hinet_PPPoE b all-nats by i

An |P Rule Folder can be used o group IP Rules into logical groups for better iz 30 =

/g web_authed rule

"ﬂ Add w [y} Edit this object

#w Name Action - Source interface - Sou twork Destination interface - Destination network -~ Service -

1 § dn=_sllow {‘a nNaT  [Sillant = laninet :ﬁ% Hinet PPPcE = all-nets @ dns-all

2 8 suthed allow fivat Edant B |oni_visbuser_authed (8 Hinet PPPOE 2 all-nets i all_services
2 3 no authed sat __" SAT 53 lant \-‘ laninet ‘E‘ﬁ Hinet PEPoE \-‘ all-nets Q all_sarvices
|4 g no_authed_allow Allow 15 lan1 2 laninet B Hinet PPPoE 2 all-nets '@ all_services|

(£] Right-click on 3 row for additional options.

The settings of the Radius Server

Install the freeradius

#apt-get install freeradius

Setup the information of radius client(DFL-2560)
#vi /etc/freeradius/clients.conf
client 192.168.1.1 {

secret = dlink

shortname = private-network-test

Setup the group information

#vi /usr/share/freeradius/dictionary.dlink
HHHHHHHHHHHHHH

VENDOR D-Link 5089

ATTRIBUTE D-Link-User-Group 1 string D-Link
HHHHHHHHHHHHHH



#vi /usr/share/freeradius/dictionary

SINCLUDE dictionary.dlink

Setup the user account and password

/etc/freeradius/users

00-21-70-b5-ee-92 Cleartext-Password := " 00-21-70-b5-ee-92"
D-Link-User-Group = "webauthedgroup"

Note : the user name and password is PC2’s MAC address.

#/etc/init.d/freeradius stop
#/etc/init.d/freeradius start
#/etc/init.d/freeradius restart
or

#freeradius -X -i [ip address] -p 1812

End of this document



