How to setup L2TP over IPsec client (split tunnel).

Topology:

(192.168.10.1)DFL-260E (218.210.16.29)------ ISP------- (PPPOE) DFL-2560(192.168.1.1)

Steps:

(1) Add new PPPOE interface.
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|[§ A PRPoE interface is 3 PP {point-to-peint protosol; tunnel ever an existing physical Ethem=t interface. |15 IF address is dynamically assigned.
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Confirm Password: | sessssse

Service Name:
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Comments:

(2) Add new IPsec interface for L2TP over IPsec. Remember network need to use

DFL-260E WAN IP address.

« DFL-2560
- g System
(- Objects
[+ § Rules
Eh+{gd Interfaces

-
2}

=l
£}

&

-

I Ethernet

& PPTPILITP Sarvers
(% PRTRILZTP Clients

-y S5L VPN Interface
- &% Interface Groups

#® ARPMNeighbor Discovery
Routing

I" Routing Tables.
o T main
B Routing Rules
B Dynamic Routing Rules
g7 OSPF

& BMP

¢» Route Load Balancing
%% Routing Settings

@ DPIPS

& User Authentication

| Traffic Management

I+ g ZoneDefense

" ipsec
e i {Psec endpoint and will appaar 2= 3 logical inferface in the system.
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#7 General
hName: lipsec
Locsl Network, |pppoc_ip A
Remote Network: 218.210.16.29 v
Remote Endpoint: {None) v
Encapsulation mode: | Transport -
IKE Config Mode Fool, | (None} v
27 Algorithms
IKE Algarithms: Medium A
IKE Lifetime 28800 seconds
IPsec Aigorithms: Medium v
IPsec Lifetime: 2500 saconds
|Psec Lifstime o iobytes
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Automatically add route for remote network.
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(3) Add new L2TP interface for L2TP over IPsec. Remember endpoint need to use
DFL-260E WAN IP address.

& L2TP-client

\s, D 2001 APPTPAZTP cient interface is a PPP (Point-toPaint Protocal) tmnel over an axisting [P network. |t [P address and DNS servers are dynamically 2
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Confirm Fassword, | ssssssss

Routing Rules
- Dynamic Routing Rules #J Comments

Please disable “automatically add a route” function and change metric from 90 to 80.

L2TP-client
A PRTR/LITP client interfacs is @ PR (Point-to-Point Frotocol) tunnel over an existing IP network. |ts IP address and DNS servers are dynamically assigned.

General Security Dial-on-demand Advanced

#/ Automatic Route Creation

i - etk

[F7] Autematically 3dd a route for this interface using the given remote network.

Route metric: | 80 Spesifies the matric for the auto-crested routs.

#/ MTU Settings

Set the maximum size of packets sent via this interface. Normally, you do not need to change the MTU settings. By default the interface uses the maximum size that the physical media supports.

MTU 1456 Specifies the size {in bytes) of the largest packet that can be passed onward.

(4) Check main table and remember add L2TP-client route, please see #1.

HJJ“ main

The system has 2 predefined main routing table. Allemate routing tables can be defined by the user

[ A v ('y] Edi this object

#v Type Interface Network Gateway LocallP Metric Monitor this route Comments
1 [.T Route E L2TP-client 5 192.168.10.0/24 80 No
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4 <l Route Ed dmz1 = dmzinst 100 Ne. network dmzinet
over interface dm...



(5) Please remember change destination interface. If your LAN PC need to go to
192.168.10.0/24, please change destination interface to “L2TP-client”
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7: Activating configuration c
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[Pinging 192.168.18.1 ith 32 bytes of data:
Reply from 192.168.10.188: hytes=32 time=63ms TTL=126

Reply from 192.168.10.180: hyte
Reply from 192.168.18.188: hyte:

[Ping statistics for 192.168.10.161

Packets: Sent = 4, Received = 4, Lost = B <Bx loss),
Approximate round trip times in milli-seconds:

Hininun = 63ms, Maximum = 67ms. Average =

IC:\Isers\A7589>ping 192.168.10.180

[Pinging 192.168.18.188 with 32 bytes of data:
Reply from 192.168.18.188: hytes=32 time=63ms
Reply from 192.168.10.1080:

Reply from 192.168.18.188: hytes=32 time=62ms
Reply from 192.168.18.188: hytes=32 time-62ms

IPing statistics for 192.168.10.1080:

Packets: Sent = 4. Received = 4, Lost = B <(@x loss>,
Approximate round trip times in milli-seconds:

Minimum = 62ms, Maximum = 63ms, Average =
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