Requirement:

He is using Web Authentication and URL black/white-listing on it. It works 100%. Now he
needs the following Groups set up with a schedule to be applied to each group, and I'm not
sure how to proceed.

1. Managers - must have unrestricted internet access.

2. Employees - must have some privileges (black/white-list). Schedule must be inrestricted
internet between 06-08h00, 13-14h00 and 17-19h00. the rest of the time the black and
white-list must be active.

3. Other users must have only restricted internet access from 06-08h00, 13-14h00 and 17-
19h00. Other time in between must be blocked completely.

Login information:

User admin

Password bj1107
router ip 172.16.1.1
netmask 255.255.255.0

Configuration:

User’s configuration and with some modification.

Modification:

1.Create 3 groups: manager, employee, and others.
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We create a user and assign the user to the group:
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A local user database contains user accounts used for authentication
General Users
L} Add w
Name Groups
g testl Manager
g test? employee
g test® others:
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- test1

ﬁfAdvanced Settings i User i lbe used in User Authentication Rules, which in turn are used in e.g. PPP, IPsec XAuth, Web Authentication, etc

|| Objects General SSH Public Key
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----- a Services
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- ? Schedules
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[]""_.Q Routing Users that sare members of the “administrators’ group are sllowed to change the firewall configuration.
[+-| g IDP/IPS Users that are members of the “auditors” group are onty allowed to view the firewall configuration.
El'-“ User Authentication [ Add administraturs] [ Add auditars ]
Ea Local User Databases
@ Adminu ;
@ Adminusers 4] Peruser PPTPIL2TP IP Configuration

Static Client IP Address: | [Mone) “

test2

User credentials may be used in User Authentication Rules, which in tumn are used in e.g. PPP, IPsec XAuth, Web Authentication, etc

General -~ S5H Public Key

ﬂ General
Name: test2
Password: EEEEE

Caonfirm P, d:

Groups: employes

o Comma separated list of groups

Users that are members of the "sdministrators” group are allowsd to change the firewsll configuration.
Users that are members of the "suditors” growp are onhy sllowed to view the firewsll configuration.

[ Add adminiEtraturs] [ Add auditars ]

ﬂ Per-user PPTPIL2TP IP Configuration

Static Client IP Address: |[None) L2
Networks behind user: | [Mone) w

Metric for networks:
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User credentials may be used in User Authentication Rules, which in turn are usad in e.g. FPP, IPsac Xauth, Web Auwthent

General -~ S5SH Public Key

@ General

MNams: test3
Password: e
Caonfirm P; d:

Growps: others

u TOMMa Separated ISt o groups
Users that are members of the "administrators” growp are allowed to change the firewall configuration.
Users that are members of the "auditors” group are onhy allowed to view the firewall configuration.

[ Add adminiEtraturE] [ Add auditors ]

@ Per-user PPTPILZTP IP Configuration

Static Client IF Address: [[None) W
Metworks behind user:  [[None)

Metric for networks:
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web_auth

The User Authentication Ruleset i from where users are sllowsd to suthenticate to the and how.
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Mame: web_auth
Authentication agent: HTTP kv
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Interface: lan b
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‘Comments:
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RADIUS Methed: Unencrypted password (PAP) (s

Create 3 network address for each user auth group:
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B4 System
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DNS
£} Remotz Management
Ay Log and Event Receivers 2 172.17.100.254 1PAddress of interface dmz
EI-{f8, DHCP 2 dmznst 172.17.100.0/24 The network on interface dmz
B DHCP Servers [EEmeloves 172.16.1.0/24 Employse ]
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Manager_net

General User Authentication

Q General

MName: |Manager_nEt |

Address: |1?2.15.1.nf24 |

Q Comments

Comments:

- General User Authentication

Q General

‘Groups and user names that belong to this network object. Objects that filter on credentisls can only be used as source nets and destination nets in the Rules section.

Scial —n

Manager

) Checking this box specifies that this network object requites user authentication, but that it has no credentials (user names or groups) defined. This means that the network object only requires that a user is authentics
ignores any kind of group membership.




General User Authentication ]

ﬂ General

MName: |Ern|:||ul,ree |

Address: |1?2.15.1.0f24 |

@ Comments

Comments:

-~ General User Authentication

Q General

‘Groups and user names that belong to this network object. Objects that filker on credentials can only be used as source nets and destination nets in the Rules section.
rated list of wser names and

employee

No defined credentisls
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ignores any kind of group membership.

QOthers

General User Authentication

@ General

MNamme: |Dthers |

Address: |]_?2.].Er.1..0.l"24




~ General User Authentication

#] General

Groups and user names that belong to this network object. Objects that filter on credentisls can only be wsed as sowrce nets and destinstion nets in the Rules section.
Comma-separated list of user names and groups:
Others

Mo defined credentisls
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Set the schedule:
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The above setting is the rule will apply on the time except 6:00~7:59,13:00~13:59,and
17:00~18:59.
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The above setting is the rule will apply on the time 6:00~7:59,13:00~13:59,and 17:00~18:59.

Set the IP rule:

lf‘g IP_rule

An IP Rule Folder can be used to P Rudes into logi for better overview and si
A~ _+’5 Edit this ohjsct
£ Hame Action Source interface Seurce network D interface Destination network Service
1 § Hitp_alg b 3 lan 2 employee 8 van 2 all-nets @ http-outbou
3 § NAT others [ nat B2 lan H others 8 van  all-nats @ http
3 § naT Manzger  [fj maT & lan = Manager_net 8 van  all-nets @ http
4 g NAT_Employee m NAT 3 lan ‘8 Employee m wan ‘8 all-nets ‘,& http
5 ﬁ Other_drop @ Drop 3 lan E Others ﬁ wan Q all-nets a http
6 § saT_auth ;5 SAT & lan g lannet B wan g all-nets a http
7 § sAT allow 1 Allow 3 lan 2 lannet (9 van 3 all-nets @ htte

Since the manager group doesn’t have any restriction, we can have the following setting:



§ NAT Manager

An IP rule specifies what sction to perform on network: traffic that matches the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT

# /| General

MNams: MNAT_Manager
Action: MNAT

Service: http

Schedule: | [MNone)

# | Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Source Destination
Interface: lan v wan
MNetwork: Manager_net w all-nets LY

#/ Comments

For the employee, we have set the following two rules:

In the following schedule period, this rule will be applied

§ Hiip alg

An |P rule specifies what action to perform on network traffic that matches the specified fitter criteria.

General Log Settings NAT SAT WMultiplex SAT

&/ General
Name: Http_alg
Action: NAT
Bervioe: http-outbound o

Schedule: | Employee

& | Address Filter

Specify source interface and source network, together with destination interface and destination network. All psrameters have to match for the rule to match.

Source Destination
Interface: lan w wan
Netaork: Employes W zll-nets

a1 Comments

Other time will be used the following rule (please notice the priority):



g NAT_Employee

An IP rule specifies what sction to perform on network traffic that matches the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT

# /| General
Name: NAT_Employee
Action: MNAT W
Service: http w
Schedule:  |[Mone) w

# [ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Sowrce Destination
Interface: lan w wan
Netaork: Emplayes W all-nets

For others:

NAT_others

An |P rule specifies what action to perform on network traffic that matches the specified filter criteria.

General Log Settings NAT SAT Multiplex SAT

#/ General
Name: NAT_others
Action: MNAT W

Sarvice: http

Echedule: | others w

# ) Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Source Drestination
Interface: lan - wan w
Metwork: Others w all-nets w

#/ Comments



Other_drop

An IP rule specifies what action to perform on network: traffic that matches the specified filter critsris.

General Log Settings NAT SAT Multiplex SAT

# | General
Name: Other_drop
Action: Cirop W

Barvice: http

Schedule: | [Mong)

# ] Address Filter

Specify source interface and sowrce network, together with destination interface and destinstion network. All parameters hawve to match for the rule to match.

Sourca Destination
Interface: lan v wan
Netwark: Others L3 all-nets
# | Comments

SAT _auth

An |P rule specifies what action to perform on network traffic that matches the specified filter critenia.

General Log Seftings NAT SAT Muttiplex SAT

# ] General
Mame: SAT_auth
Action: SAT L

Service: http

Schedule: | [MNone) w

# /] Address Filter

‘Specify source interface and source network, together with destination interface and destingtion network. All parameters have to match for the rule to match.

Source Destination
Interface: lan E¥ wan w
Metwork: lannat w all-nats

# | Comments
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€D Internet | Protected Mode: On v & -

SAT allow

An IP rule specifies what action to perform on network traffic that matches the specified filter critenia.

General Log Settings NAT SAT WMultiplex SAT

#/ General

Mame: SAT_allow
Action: Allow
Service: http

Schedule:  |[Mone)

# ] Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match.

Source Destination
Interface: lan w wan
MNetwork: lannet > all-nets

Testing procedure:
[Topology]:

PC(172.16.1.1/24)----LAN(172.16.1.1)DFL-210(WAN)



Metwork Connection Details ﬁ

Metwork Connection Details:

IPvd WINS Server
MNetBIOS over Tepip En...  Yes

Property Yalue

Connection-specific DN...

Description Intel(R) PROA100 VE Networs Connection
Physical Address 00-1B-24-1E-4F-A3

DHCP Enabled Mo

IPvd IP Address 17216155

IPvd Subnet Mask 2552552550

IPvd Default Gateway 172.16.1.1

IPvd DMNS Server 88838

4 1} [

Testing result:

Login with the test2 account which is employee group.

OFL-2103:/> time

stem time iz LdO10-01-21 20:da:da (UTL+0S 00
- H userauth —list
Currently authenticated users:

Source SesTdle
Login IF Addrezs= Interface Timeoutz=  Privileges
test? 172.16.1.,95 lan none/27m  Emplouees

J 1) o = W -y
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L:twork Connection Details |£|

Network Connection Details:

»

Property Valus

Connection-specfic DN...

Description Intel(R} PRO/100 VE Network Connectiol
Physical Address D0-1B-24-1E-4F-AB

DHCFP Enabled No

IPv4 IP Address 172.16.1.95

IPv4 Subnist Mask 2652652550

Fo r b i d d e n : IPv4 Default Gateway 172.16.1.1
IPv4 DN5 Server 8888

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

m

\ccess to the location: http://www.google.tw/

has been denied for the following reason:
Policy prevents this page to be accessed !

I < m | »

3;‘? Favorites 08 - @ D-Link Firewall 2.26.00 @ Welcome to Standard B... % ﬁ v

Network Connection Details

ml— Network Connection Details:

Personal Business Corporates & institutions Connection ——— Property Value

South Africa

¥ hera: H. IPv4 Connectivity: Connection-specific DN...
O IPv6 Connectivity: Description Intel(R) PRO/100 VE Network Connectiol
Media State: Physical Address 00-1B-24-1E-4F-A2

Personal banking Durstion: DHCP Enabled No
N - v ress . .
< Banking  Borrawing | Speed: IPvd Subnet Mask 255.265.255.0
Transactional accounts Home loans |Pvé Defaut Gateway 1721611
Credit cards Vehicle finance Bein
Savings accounts Personal loans P4 DNS Server 8888
Private banking Overdrafts VAVIING Server

MetBIOS over Tepip En...  Yes

Activity

 Investing “ Insuring
Investment deposits Home & vehicle insurance Bytes:
Unit trusts Loan insurance st
Offshore investments Travel insurance

Retail deposit notes Accident & health insurance — " 4 [} | »
I Properties

To test the time between the 17:00~18:59 and we set the firewall time as follows and test the
above website again:



NEL =210+ ting

|5Estem time ig 2010-01-21 17:53:358 (UTC+02300) |
- H Lseraut
Valid optionz: -list, —privilege. —remove. —user,. <enter:

OFL-210: /% uzerauth -list
Currently authenticated users:

Source Sez/Idle
Login IP Address Interface Timeoutz  Privileges
F ==t ] 172 15,1 102 1 =0 nonE: 2 En Mangzsr
rest? 172.16.1.95 lan rone S 28m Enployse
NFL—210:
Rear
2§ hitp:/ v .google.com.tw/ by
¢ Favorites |55+ | @ D-Link Firewall 2.26.00 .‘.'l Google x |
HAE#E 2R Hi EEE Gmal BL v
( [ Local Area Connection Status |A|
rNetwork Connection Details |£|1

Network Connection Details:

Property Value
Connection-specific DN...
Description Intel{R) PRO/100 VE Metwork Connectiol
Physical Address 00-1B-24-1E-4F-A8
bl
DHCP Enabled No |pez
VAT Aadess T ALRE: [EEE
IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway 172.16.1.1
IPv4 DNS Server 8888
TWPRTRITATaE

NetBIOS over Tepip En...  Yes

Test the other groups:

OFL-210: 4> uzerauth -list

Ho authenticated uszers

OFL-2103: /> time

Suysten time_is 2010-01-21 18:16:23 (UTCHO2 00}
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' Geogle
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Metwork Connection Details ﬁ
00 | . | @6 oL = XTI 4 ~ B v~ = o= ~v Page~ Safe
80| & T | @ D-Link.. J € A 1 th — £ Metwork Connection Details:
Property Value
g Connection-specific DN....
Diescription Intel(R) PRO/100 VE Network Connectiol
Physical Address 00-1B-24-1E-4F-A8
LHCE Enahled blg
IPvd P Address 172.16.1.35
Authentication required IPv4 Subnet Mask 255.255.255.0
|IPvd Default Gateway 1721611
o . IPvd DNS Server 88838
Flease enter your authentication credentials |Bod WIINE Camvar
Username: test3 NetBIOS over Tcpip En...  Yes
Password: eesee
Eergi
< 1 | »
e M A v A e e g A b e M g
OFL-2103: /> userauth —list
Currently authenticated users:
Source Ses/Idle
Login IP Address Interface Timeoutsz  Privileges
test3 172,16,1.,95 lan nioneE A 25m others

OFL-210:/> time
Sysztem time-is 2010-01-21 18:21:01 (UTC+0Z 200}

i L I T

/= Google - Windows Intemet Explorer

¢ Favorites |55+ | & D-Link Firewall 2.26.00 |43 Google x| 5 - ~ [ dm v Pagew Safety-
WEEE BE ¥H #ME 3 2E Cmal S v @ Local Area Connection Status ‘i“[
Network Connection Details =

Network Connection Details:

O O e Propety Value
| Connection-speciic DN
i

Description Intel(R) PRO/100 VE Network Connectiol
Physical Address 001824 1E4FA2
DU Eoatiad "
1PvA IP Address 172.16.1.95
|Pv4 Subnet Mask 2552552550
Google #1% Pv4 Defaut Gatewsy 1721611
© FERE O iR O THbAR O gl | v40NS Sener i

NetBIOS over Tepip En...  Yes

HEEH | iCoogle: 25 E '

BEERRTE - Google S22 {ff - Google.com in English)

©2010 - EBELEREE < L, ] »
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OFL-2103% />

OFL-2103 /% time

System time is 2010-01-21 20:33:d42 (UTCH0Z 000
OFL-2103: /> uzerauth -list

Currently authenticated users:

Source Sez/Tdle
Login IP Address Interface Timeouts  Privileges
test3 172,16,1,95 lan none 2 1m others

OFL-210: /%

3 Internet Funlnrar cannnt dicnlay tha wshnans - Windows Internet Explorer
- T ' T3

cale €| http://dtrack.dlink.com.tw/

¢ Favorites |23~ (& D-Link Firewall 2.26.00 | (€ Internet Explorer canne... X .
. @ ; e
g Internet Explorer cannot display the webpage | ¥ _Local Area Connection Status =
MNetwork Connection Details @
What you can try: Network Connection Details:
Property Walue
’ Diagnose Connection Problems Connection-specific DN...
Description Intel(R) PRO/100 VE Network Connectjo
= More information Physical Address 00-1B-24-1E-4F-A8
DHCP Enabled No
IPw4 IP Address 172.16.1.95
|Pv4 Subnet Mask 255.255.255.0
|Pv4 Default Gateway 1721811 [
IPv4 DNS Server 2838
IPvd WINS Server
NetBIOS over Tepip En...  Yes




