how to create vpn connection between cisco routeérL unit.doc

Before the scenario hands-on, we assume that éldenrz already along with following abilities:
1. The simple routing concept
2. The basic concept for LAN-to-LAN IPSEC.

Scenario summary:
DFL -210/800/1600/2500 f/w:v2.12.00

Internet

HQ DFL unit
Vo TAATDT:
o Branch office Clisco router IP:3.3.3.3/24
Fa 0/0: Gateway:3.3.3.2/24
IP:1.1.1.1/24 LAN:
Gateway:1.1.1.2/24 IP:192.168.1.1/24
Fa 0/1:

IP192.168.0.1/24

Object:
Establish the IPSEC tunnels between HQ and brafficle .o
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Stepl. Set the IP address for Lan and Wan respéctiv
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Step2. Create an address
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° An address folder ean be used to group related address objects for better overnview,

User Auth Groups .

[

St
1) Addw
‘Namie Address

= drrz_ip 172.17.100.254
4 dmznet 172,17.100.0/24
= lanip 192.168.1.1

W lannet 192.168.1,0/24
W war_aw 3.3.2.2

W wan_ip 3,2.3.2

2 wannet 2,2.3.0/24

ﬁ IP address

General | User Authentication |

#] General

object to represent dreBoffice.

[ Use an IP4 Address item to define 2 name far & specific IP4 hast, network of range

4

Hame: Iremore-office-net
IP Address: | 192.168,0.0/24

#] Comments

e.g:"172.16.50.8", "192 168.30 7, 192.168.3

Comments:

Step4. Create a pre-share key object.
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Stepb. Create a IPsec interface for branch offitle thesharekey object created in previous step. Please

#] General

In this eesese “test” ASCII string.

/:’\:} PSK (Pre-Shared Key) authentication iz based an a shared secret that is known anly by the p
e

Hame sharekey

&/ Shared Secret

& Passphrase

Shared Secret: EEEEELETS

Confirm Secret #skdkkkk

¢ Hexadecimal Key

Passphrase

Generate Random Key

il Since regularwords and phrases are vulnerable to distionary attacks, do not use them as shared

# ] Comments

Comments: |rast

refer the following list for detail configuratiorapameter:

Property

Valus

Index

1

Name

ipsec_if

LocalNetwork

lannet




RemoteNetwork remote-office-net

RemoteEndpoint 1.1.1.1

IKEAlgorithms Medium

IPSecAlgorithms Medium

IKELifeTimeSeconds 28800

[PSecLifeTimeSeconds 3600

[PSecLifeTimeKilobytes 0

EncapsulationMode Tunnel

AuthMethod PSK (Pre-shared keying)

PSK

sharekey

XAuth

Off

DHCPOverIPSec

No

AddRouteToRemoteNet

No

PlaintextMTU

1424

OriginatorIPType

Locallnterface (Local interface)

IKEMode

Main (Mainmode)

DHGroup

2

PES

None

SetupSAPer

Net (Per network)

DeadPeerDetection

Yes

NATTraversal

OnlfNeeded (Only if needed)

KeepAlive

Disabled

Metric 90

AutolnterfaceNetworkRoute Yes

MTU 1500

Comments (none)
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Step7. Create an interface group for IP rule sgtfiimis group includes lan, ipsec_if interface ahje
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Step8. Create an IP rule to allow both office usexessing computers each other.
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Branch Office
Stepl. Set the IP address for Fa 0/0 and Fa @tface respectively

interface FastEthernetf/sna

ip address 1.1.1.1 255_255_255.8
duplex auto

speed auto

interface FastEthernetB/1

ip address 192_168.0.1 255.255.255.8
duple# autol

speed auto

Step2. Setup IKE phase 1 parameter

crypto isakmp policy 1

encr Jdes I
authentication pre-share
group 2

lifetime 28308

Step3. Setup pre-share key and remote endpoint
crypth 1Sakmp key test address 3.3.3.3
L]

Step4. Setup IKE phase 2 parameter



crypto ipsec transform-set 3des-shal esp-3des espfsha-hmac

Step5. Create add access list to tell router wtnadfic need to use IPSec encryption

access-1list 111 permit ip 192.168.8.8 0.8.9.255 192.168.1.8 0.0.8.255
]

Step6. Group pre-share key, phase2 setting angsliseobject to a one crypto map object.

crypth hap testd 1_ipﬁec—iSakmp
set peer 3.3.3.3

set transform-set 3des-shatl
match address 111

[ ]

'

L

Setp7. Put the crypto map object on the out gaitgrface

|interFace FastEthernet®/
#crypto map testd

End of document.



