How to setup IPSec NAT traversal on DFL-860

Topology:

‘ IP address: 192.168.10.100/24
\! DFL-260E

WAN IP address: 190.41.99.177/29

WAN1 IP address: 190.41.99.178/29

DFL-860
LAN IP address: 10.1.1.1/24

WAN IP address: 10.1.1.2/24

< ! DFL-210

‘ IP address: 192.168.2.100/24




(1) We need to add a new service “TCP-UDP-ICMP-IPSEC".

A Services
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(2) Choose “all_tcpudpicmp” and “ipsec-suite”.

Type

TCP-UDP-ICMP-IPSEC Grou;

and UDP port 500 and 4500.
@) TCP-UDP-ICMP-PSEC

A Service Group is a collection of servioe objects, which can then be used by different policies in the system.

General

2/ General

Parameters

all tcpudpicmp. ipsec-suite

n u

ALG Info

ipsec-suite” has IP protocol 50, 51

Name: TCP-UDP-ICMP-IPSE

#J Service Group

Group members
Avaiable o
all_icmp -
All_Service =

all services

2/ Comments

Selected
all_tcpudpicmp
ipsec-suite

Comments:

(3) Because IPSec traffic is bidirectional. We need use new service
“TCP-UDP-ICMP-IPSEC” for LAN to WAN rules and WAN to LAN rules.

Because DFL-860 just do IPSec NAT traversal therefore we need to use

SAT+ALLOW rule make IPSec traffic transmit to DFL-210.

DFL-260E IPSec remote endpoint is IP address 190.41.99.178.

2 DFL-860
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() Right-cick on a row for additonal options.




General -~ LogSeftings | NAT | SAT | Multiplex SAT | SLBSAT |  SLB Monttors |

#) General
Name:  |NAT_VPN
Action: | SAT v
s
Schedule: V(None) q

#J Address Filter

Specify source interface and source network, together with ination i and ination network. All have to match for the rule to match.
Interface Network

Source: \wan1 q 'all-nets 7[

Destination: [core 7‘ |IPFWWan1 7‘

#J Comments

(4) IsaServer = IP address 10.1.1.2/24

SAT ~ Muttiplex SAT |~ SLBSAT | SLB Montors

_ General | LogSettings | NAT '

#J General

Translate the
® Source IP
@ Destination IP

to:
|¢u|PM&:ss: IsaServer ;| I
New Port: OTNSvalum:yodyboapp&dwTCPlUDPwviusﬁmmmwm:wmm«lmwﬁﬂmm

MW»M:MM:IGB&\MIPS»!MIP

General  LogSettings | NAT | SAT | Muttiplex SAT |  SLBSAT | SLB Monitors

#J General

Name: [Lan

Acton:  |NAT v/

JService: Tcp-uop-lcmp-xpm

Schedule: V(None) \_¢

#J Address Filter

Specify source interface and source network, together with destination interface and destination network. All have to match for the rule to match.
Interface Network

Source: illn E| :Linln:emll_Agm ﬂ

Destination: 'Intemet_Flilover ﬂ [all-nets v



(5) Go to advanced settings. Disable “IPSec before rule”.

£ IPsec Tunnel Settings
N7 Setings for the IPses tunnel interfaces used for estabishing [Psec VPN connections 1o 3nd from this system.

General

2J General

Conf igured interfaces matching }V“

Interface name IP Address

127.0.0.1 Null (sink)
19:.1:1:2 Builtin r8169 - RealTek
172.17.100.254 Builtin r8169 - RealTek
192.168.2.1 Builtin IXP4NPE - Port 2
Vs
PP 4
QDFL -260E: />
IDFL-260E: /> ipsecstats

[--- Active IPsec SAs:
Displaying one line per SA-bundle
IPsec Tunnel Local Net Remote Endpoint
| lvpn 192. 168.
DFC=Z60E: 77
DFL-26QE: />
DFL-26QE: /> ipsecstats

--- Active IPsec SAs:

‘ Displaying one line per SA-bundle

IPsec Tunnel Local Net Remote Net Remote Endpoint

END



