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® Active Directory Domain Service Installation

~F — 3
L Actvate windows Product ID: Not aclivated
Set time zone Time Zone: (UTC+08:00) Beiing. Chongging, Hong Kong, Urumgi
Iﬁ Corffigure networking Local Area Connection: 152.168.0.201, IPvE enabled
. Provide computer name and domain Full Computer Hame: aaron-win2k8R2 zaron2 8 com
Domain: @aron28.com
@ Update This Server ﬁ[ Updating your Windows server
g Enable automatic updating and feedback Updates: Not corfigured
Feedback: Windows Emor Reporting off
Not participating in Customer Experience Improvement Program
a Download and install updates Checked for Updates:  Never
Installed Updates: Never
@ Customize This Server E[ Customizing your server
Roles: DNS Server, Active Directory Domain Services
ﬂ Add features Features: Group Policy Management, Remote Server Administration Tools, .MET Framework 3.5.1 Features
% Enable Remote Desktop Remote Desktop: Disabled
m Configure Windows Firewall Firewall: Domain: On

Print. &-mail. or save this information

Add Roles Wizard

0




Add Roles Wizard

ﬁ Select Server Roles

Before You Begin

Confirmation
Progress

Results

Add Roles Wizard X|F

Al
o

Select one or more roles to install on this server.
Roles: Description:

[ ] Active Directory Certificate Services et Diregtorv Dolmain Service_(_f.: -
(] Active Directory Domain Servi DS)stores information about objects
HE LSRR AR ]SSR IE= on the network and makes this

[] Active Directory Federation Services information available to users and

Add features required for Active Directory Domain Services?

“You cannot install Active Directory Domain Services unless the required features are also installed.

Features: Description:
= .MET Framework 3.5.1 Features Microsoft MET Framework 3.5.1 combines
MET Framework 3.5.1 the power of the NET Framework 2.0 APls

with new technologies for building
applications that offer appealing user
interfaces, protect your customers’ personal
identity information, enable seamless and
secure communication, and provide the
ability to model a range of business
processes.

| Add Required Features I Cancel |

@ Why are these features required ? y

< Previous I MNext = | Install | Cancel |

Add Roles Wizard

Active Directory Domain Services

Before You Begin

Server Roles

Active Directory Domain Services

Confirmation
Progress

Results

Introduction to Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network. AD D5 helps administrators securely manage this information and fadiitates resource sharing and
collaboration between users, AD DS is also required for directory-enabled applications such as Microsoft
Exchange Server and for ather Windows Server technologies such as Group Policy.

Things to Note

i ' To help ensure that users can still log on to the network in the case of a server outage, install a minimum of
two domain controllers for a domain,

i/ AD DS requires a DMNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server.

i After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo. exe) to make the server a fully functional domain controller.

i ' Instaling AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services which
are required by Directory Service.
Additional Information
Overview of AD DS
Instaling AD DS
Common Configurations for AD DS

< Previous | Next = I Install Cancel




Add Roles Wizard

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles

. ) ) @ 2 informational messages below
Active Directory Domain Services

@ This server might need to be restarted after the installation completes.
Progress *~| Active Directory Domain Services

Results ® After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller.

~) MET Framework 3.5.1 Features
NET Framework 3.5.1

Print, e-mail, or save this information

< Previous | Iext > | Install I Cancel

Add Roles Wizard

Installation Progress

Before You Begin The following roles, role services, or features are being installed:

5 Fol
ErvVer Roies Active Directory Domain Services

Active Directory Domain Services
JNET Framework 3.5.1 Features

Confirmation

Results

g_

Installing. ..

= Previous | Mext = Inst=ll Cancel




Add Roles Wizard

Installation Results

Before You Begin

Server Roles

Active Directory Domain Services

Confirmation

Progress

The following roles, role services, or features were installed successfully:

! 1warning, 1informational messages below

1, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
~ automatically updated, turn on Windows Update in Contral Panel.

~)iActive Directory Domain Services | '@' Installation succeeded

The following role services were installed:
Active Directory Domain Controller

@ Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (depromo. exe).

~) .NET Framework 3.5.1 Features '@' Installation succeeded

The following features were installed:
.MET Framework 3.5.1

Print, e-mail, or save the installation report

= Previous Next > | Close I Cancel

® Dcpromo procedure

Programs (1)

- See more results

Des|

I dcpromo

Logoff | »

=N




i_'l Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

Thig wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mexd.

™ ilse advanced mode installation:

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

e Next > e |

i_'l Active Directory Domain Services Installation Wizard x|

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 20082 L=
affect older versions of Windows . A £

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clierts" from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain cortrollers might fail.

Platforms impacted by this change include Windows MT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (MAS) devices that do not support
stronger cryptography algorthms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For mare information about this setting, see Knowledge Base article 542564
(http://go microsoft.com Awlink./?Linkld=104751).

Cancel |




@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for & new forest.

a domarr contioller o an ululfjt=ilg]

: & eV damar) I an:
©

ver will b - the hrzt domain contrallen i the new

@ Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain

The first domain in the forest is the forest root domain. ks name is also the name of
the forest.




@ Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Details:

The Windows Server 2008 R2 forest functional level provides all the features that =
are available in the Windows Server 2008 forest functional level, plus the following
additional feature:
- Recycle Bin, which, when it is enabled, provides the ability to restore
deleted objects in their entirety while Active Directory Domain
Services is nunning.
Ay new domains that are created in this forest will operate by default &t the
Windows Server 2008 RZ domain functional level.

' “fou will be able to add only domain controllers that are running
- Windows Server 2008 R2 or later to this forest.
Mare about domain and forest functional levels
< Back Neat > Cancel |
o Active Directory Domain Services Installation Wizard x|
Additional Domain Controller Options |
QI”_I

Select additional aptions for this domain cortroller.

¥ Global catalog
[T Bead-only damain contaller [RODE]
Additional information:

The first domain controller in a forest must be a global catalog server and ;I
cannot be an RODC.

We recommend that you install the DMNS Server service on the first domain
controller.

Mare about additional domain controller options

< Back Meat > Cancel




i_'l Static IP assignment il

@ This computer has dynamically assigned IP address(es)

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network adapter, both IPv4 and
IPv6 static IF addresses should be assigned to both IPv4 and IPvE Properties of the physical network
adapter. Such static IP address(es) assignment should be done to all the physical network adapters for
reliable Domain Mame System (DMNS) operation.

Do you want to continue without assigning static IP address(es)?

=» Yes, the computer will use an IP address automatically assigned by a DHCP server
(not recommended).

<» No, Iwill assign static IP addresses to all physical network adapters.

.@. More about configuring TCP/IP and DMS Client setfings.

Configuring your server with a static IP address

@! Active Directory Domain Services Installation |

A delegation for this DNS server cannot be created because the
I 4, authoritative parent zone cannot be found or it does not run
Windows DMS server, If you are integrating with an existing DMS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure relisble name resolution
from outside the domain "tsd. test, com”, Otherwise, no action is
required.

Do you want to continue?

Yes

Click Yes



Location for Database. Log Fles, and SYSWOL

Specify the folders that will contain the Active Directony domain contraller
database, log files, and SYSVOL.

CWdowis e, |
CWndois e |
CWrdomoe0 | e |

@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password




@! Active Directory Domain Services Installation Wizard

Summary

Review your selections:
Corfigure this server as the first Active Directory domain cortroller in a new forest. -

'The new domain name is "tsd test.com”. This is also the name of the new forest.
'The MetBIOS name of the domain is "TSD".

Forest Functional Level: Windows Server 2003 R2

Domain Functional Level: Windows Server 2008 R2

Site: Default-First-Site-Name

Additional Options: J
To change an option, click Back. To begin the operation, click Mext.

These settings can be exported to an answer file for use with Soor

other unattended operations. o =t |

Mare about using an answer file

« Back Mext = Cancel

o1 Active Directory Domain Services Installation

Beview your selections:
Configure this server as the first Active Directory domain controller in a new forest.  a

[The new domain name is "tsd test.com”. This is also the name of the new forest.

[The NetBIOS name of the domain is "TSD".

TG E N EE R R B o ive Directory Domain Services Installation Wizard
Domain Functional Level: Windows Server 2008 The wizard is configuring Active Directory Domain Services. This process can take

Site: Default-First-Site-Name fram a few minutes to several hours, depending on your environment and the options

that you selected.
Wdditional Options:
Ta change an option, click Back. To begin the o @J
These settings can be exported to an answer file

other unattended operations.

GiERe Lo se e e Installing Group Policy Management Console...

¥ Hieboot on complefion



® Installing the Active Directory Certificate Services
Add Roles Wiza

EE:-E Select Server Roles

Before You Begin Select one or mare roles to install on this server,
Roles:

Role Services
[] Active Directory Federation Services
Setup T
chup- Type [] Active Directory Lightweight Directory Services
CA Type |:| Active Directory Rights Management Services
Privatakey ] Application Server
|:| DHCP Server
Cryptography DS Server (Installed)
CA MName |:| Fax Server
validity Period L] File Services
|:| Hyper-V
Certificate Database [ metwork Policy and Access Services
Confirmation [] Print and Document Services
: [] remote Desktop Services
rogress [ wveb Server (11S)
Results [] windows Deployment Services
[] windows Server Update Services

More about server roles

Description:

Active Directory Certificate Services
AD CS)is used to create certification
authorities and related role services
that allow you to issue and manage
certificates used in a variety of
applications.

< Previous | Mext = I Install Cancel |

Add Roles Wizard

Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)
Server Roles Active Directory Certificate Services {AD CS) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
ADCS Protection (MAF), encrypting file system (EFS) and smart card logon.
Role Services Things to Note
Setup Type i ' The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
CAT been installed. If you want to change the computer name, join a domain, or promote this server to a
¥pe domain controller, complete these changes before installing the CA. For more information, see certification
Private Key authaority naming.
Cryptography Additional Information
CA Mame Active Directory Certificate Services Overview
Validity Period Managing a Certification Authority
Certificate Datzbase Certification Authority Maming
Confirmation
Progress
Results

< Previous | Mext = I Inztall Cancel




Before You Begin
Server Roles

ADCS

Setup Type il
CA Type i - - - - -
_ o Add role services and features required for Certification Authonity Web
PR Enroliment?
Cryptograpk You cannot install Certification Autharity Web Enrollment unless the required role services and features are also
CA Name installed.
validity Peric Bole Services: Description:

Certificate Datz

Select Role Services

Select the role services to install for Active Directory Certificate Services:

Role services:

Description:

ertification Author

Ci i
| | Certification Authority Web Enrollment

= Web Server (I15)
Web Server

Certification Autharity (CA) is used to
issue and manage certificates.
Multicle CAs canbe linked to forma

‘nleb Server (I1S) provides a reliable,

manageable, and scalable Web application

Confirmation Managemert Tools infrastructure.
Progress [=] Remote Server Administration Tools
Role Administration Tools
Results
Cancel
Why are these role services and features required?
® y
More about role services
< Previous | Next = I Install | Cancel |

Continue by adding required role services

Add Roles Wizard |

Select Role Services

Before You Begin
Server Roles

ADCS

Setup Type
CA Type
Private Key

Cryptography
CA Mame

Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress

Results

Select the role services to install for Active Directory Certificate Services:

Role services:

Description:

Certification Authority

Certification Authority Web Enrollment
[] orline Responder
] Metwark Device Enrolment Service
[] certificate Enrolment Web Service
[] Certificate Enrollment Palicy Web Service

More about role services

< Previous | MNext = I

Certification Authority Web Enrollment
provides a simple Web interfacethat
allows users to perform tasks such as
request and renew certificates,
retrieve certificate revocation lists
{CRLs}, and enroll for smart card
certificates.

Install Cancel




Add Roles Wizard

Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
: Rol certificates. Spedfy whether you want to set up an Enterprise or Standalone CA.
erver Roles

RIEE " Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
certificates,

CAType

{* standalone
Frivate Key Select this option if this CA does not use Directory Service data to issue or manage certificates, A
standalone CA can be a member of a domain,
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress

Results

More about the differences between enterprise and standalone setu

< Previous | MNext = I Install Cancel |

Add Roles Wiza

Specify CA Type
Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI}). Aroot CAis a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
AD CS
Role Services ¥ RootCA

Select this option if you are installing the first or only certification authority in a public key infrastructure.

" Subordinate CA

Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
infrastructure.
Cryptography
CA Name
Validity Period

Certificate Database
Web Server (II5)

Role Services
Confirmation
Progress

Results

More about public key infrastructure (PKT

< Previous | Mext = I Install Cancel




Add Roles Wizard

Set Up Private Key
Before You Begin To generate and issue certificates to dients, a CA must have a private key. Specdify whether you want to
create a new private key or use an existing one.
Server Roles
RDEE {* Create a new private key
Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
‘You will be asked to select a cryptographic service provider and specify a key length for the private key.
Setup Type To issue new certificates, you must also select a hash algorithm.
CA Type

" Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Cryptography [ Selecta certificate and use its assodated private key

Select this option if you have an existing certificate on this computer or if you want to import a
CA Mame . . . N

certificate and use its assodated private key.
Validity Period

Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
Web Server (IIS) key from an alternate source.

{7 Select an existing private key on this computer

Role Services
Confirmation
Progress

Results

Mare about public and private keys

< Previous | MNext = I Install Cancel |

Add Roles Wizard

Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
wvalue for key length will result in stronger security, but increase thetime needed to complete signing

Server Roles

AD CS operations.
Role Services
Select a aryptographic service provider (CSF): Key character length:
Setup Type =
RSA#Microsoft Software Key Storage Provider j I j
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:
I SHA256 .
yptography
SHAZE4
EaiEnE SHAS12

Validity Period ':‘I“ A | _'I_I

Certificate Database

Web Server (I15) [ Allow administrator interaction when the private key is accessed by the CA.
Role Services

Confirmation

Frogress

Results

More about cryptographic options for 8 CA

< Previous | Next > I Instzll Cancel




Add Roles Wizard

Add Roles Wizard




Add Roles Wizard

EE;Q Configure Certificate Database

Before You Begin
Server Roles
AD CS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Web Server (IIS)
Role Services

Confirmation

Frogress

Results

The certificate database records all certificate reguests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor management activity for a CA.

Certificate database location:

|C:‘|,Windows‘|,system32‘|,[:erﬂ_og Browse... |

[~ Use existing certificate database from previous installation at this location

Certificate database log location:

|C:‘|,Windows‘|,system32‘|,Cerﬂ_og Browse... |

< Previous | Mext = I Inztall Cancel |

Add Roles Wizard

EE;% Web Server (IIS)

Before You Begin
Server Roles
AD CS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA MName
Validity Period
Certificate Database

Role Services

Confirmation
Progress

Results

Introduction to Web Server (IIS)

Web servers are computers that have spedific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services {IIS) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation. IIS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note

i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, espedally when there are multiple roles on this computer.

i ' The default installation for the Web Server (II5) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (IIS

Overview of Available Role Services in IIS 7.0
1IS Chedkists

Common Administrative Tasks in IIS
Overview of WSRM

< Previous | Mext = I Install Cancel




Add Roles Wizard |

Select Role Services

Before You Begin Select the role services to install for Web Server {I15):

Server Roles Role services: Description:

o =) [ Web Server =] VCensites andoptonal support
Role Services & @] Commen HTTP Features for ASP.NET, ASP, and Web server
BT Static Content extensions. You can use the Web

Default Document Server to host an internal or external
CA Type Directory Browsing Web site or to provide an environment
. HTTP Errors ford_eve_lopers to create Web-based
Private Key o applications.
HTTF Redirection
Coptogahy [] WebDAV Publishing
CA Mame = [E Application Development |
Validity Period L] ase.neT
[ .NET Extensibility
Certificate Database ASP
Web Server (IIS) [ car
ISAPI Extensions
[] 15API Filters
Confirmation [[] server side Includes
Progress = [@ Health and Diagnostics
HTTF Logging
Results Logging Tools
Request Monitor
[/] Tracina jhd

More about role services

< Previous | Mext = I Install Cancel |

Add Roles Wizard x|

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install,
Server Roles

! 1warning, 2 informational messages below

ADCS T
Role Services (i) This server might need to be restarted after the installation completes, =
Setup Type ~| Active Directory Certificate Services
CA Type Certification Authority
- 1. The name and domain settings of this computer cannot be changed after Certification Authority
Private Key dad .
has been installed.
Cryptography CA Type : Standalone Roaot
CA Name CSP : RSA#Microsoft Software Key Storage Provider
» . Hash Algorithm : 5HAL
Validity Period Key Length : 2048
Certificate Database Allow CSP Interaction : Disabled
Weh Server (II5) Certificate validity Period : 9/26/2017 10:37 AM
; Distinguished name : CM=tsd-RADIUS-CA,DC =tsd, DC =test, DC=com
Role Services Certificate Database Location ¢ C:\Windows\system32\CertLog
firmation Certificate Database Log Location :  C:\Windows\system32\CertLog
Certification Authority Web Enrollment
Progress
Results ! Web Server (I15)
@ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize LI

Print, e-mail, or save this information

< Previous Mext = | Install I Cancel




Add Roles Wizard

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Mame
Validity Period
Certificate Database
Web Server (II5)
Role Services

Confirmation

Results

Installation Progress

The following roles, role services, or features are being installed:

Active Directory Certificate Services
Web Server (IIS)

Remote Server Administration Tools

g_

Installing...

< Previous

[ext = | Install

Cancel |

Before You Begin
Server Roles
AD CS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (II5)
Role Services
Confirmation

Progress

Installation Results

The following roles, role services, or features were installed successfully:

! 1warning message below

+~| Active Directory Certificate Services
The following role services were installed:
Certification Authority
Certification Authority Web Enrollment

+! Web Server (II5)

The following role services were installed:
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
ASP

Print, e-mail, or save the installation repart

< Previous

¥, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is L2
automatically updated, turn on Windows Update in Control Panel.

'@' Installation succeeded

'@' Installation succeeded

Mext = | Close I

Cancel




® NPS (Network Policy and Access Services) Installation
Add Roles Wiza

Network Policy and Access Services

Before You Begin Introduction to Network Policy and Access Services
Server Roles Metwaork Policy and Access Services allows you to provide local and remote network access and to define and
enforce policies for network access authentication, authorization, and dient health using Network Policy Server

MNetwork Policy and Access Services (MPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential
Authorization Protocol (HCAR).

Role Services

Confirmation Things to Hote

e i You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
Metwork Access Protection (MAP) policy server. After installing MPS using this wizard, you can configure NPS

Results from the MPAS home page using the NPS console.

i ' NAP helps you ensure that computers connecting to the network are compliant with organization network
and dient health policies. After installing MPS using this wizard, you can configure MAP from the NPAS home
page using the NPS console,

Additional Information

Overview of Network Policy and Access Services
MAP enforcement methods

MNetwork Access Protection (MAF) in NPS
Network Policy Server

< Previous | Mext = I Install Cancel |

Add Roles Wizard x|

EE;E Select Server Roles

Before You Begin Select one or more roles to install on this server.

Roles: Description:

Metwork Policy and Access Services
provides Metwaork Palicy Server (NPS),
Routing and Remaote Access, Health

Metwork Policy and Access Services

Ac

Role Services C y = vic
|:| Active Directory Federation Services

Confirmation ! ! ! : i ) Registration J_luthority_{HRA), and

[] Active Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [] Active Directory Rights Management Services (HCAP), which he_lp safeguard the
i [] Application Server health and security of your network.

D DHCP Server
DNS Server (Ir

|:| Fax Server
[] File Services

|:| Print and Document Services
[] remote Desktop Services

wWeh Server (TI2Y (T A

[] windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous | Mext > I Install Cancel




Add Roles Wizard \

Select Role Services
Before You Begin Select the role services to install for Network Policy and Access Services:
Server Roles Role services: Description:

Metwork Policy Server (NPS) allows
you to create and enforce
organization-wide network access

Network Policy and Access Services

=[] Routing and Remote Access Services

P — [ Remote Access Service policies forclient health, connection
aniirmation [] routing request authentication, and
Progress [] Health Registration Authority e "r"l'e’:t"’" request lauthdonzlatlon.
. - With NP5, you can also deploy
Results [ Host Credential Authorization Protocol Metwork Access Protection (NAP), a

client health policy creation,
enforcement, and remediation
technology.

More about rale services

< Previous | Next = I Install Cancel |

Add Roles Wizard K

Confirm Installation Selections

Before You Begin
Server Roles

To install the following roles, role services, or features, dick Install.

@ 1informational message below

Metwork Policy and Access Services

Role Services @ This server might need to be restarted after the installation completes.
j ~) Network Policy and Access Services
Progress Network Policy Server
Results

Print, e-mail, or save this information

< Previous Next > | Install I Cancel




Add Roles Wizard

Installation Progress

Before You Begin The following roles, role services, or features are being installed:
Server Roles
Network Policy and Access Services
Metwork Policy and Access Services
Role Services
Confirmation
Results
|
g Installing...
< Previous | [ext = | Install Cancel
L)

Add Roles Wizard

Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

' 1warning, 1informational messages below
Network Policy and Access Services - 128

Role Services v, Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is
) ~ automatically updated, turn on Windows Update in Control Panel.
Confirmation B
e *! Network Policy and Access Services 'ZQI' Installation succeeded
= The following role services were installed:

Network Policy Server

@ You can use a wizard in the NPS console to configure Metwork Access Protection (MAP). To open
the NPS console after installation, go to Server Manager or dick Start, Administrative Tools,
Metwork Policy Server.

Print, e-mail, or save the installation report

< Brevious [ext = | Close Cancel




® Creating User account for authenticating via NPS( RADIUS)

YR EEEE EEEN

_1(:5 Server Manager (RADIUS)
= 5:5 Roles
=1 Active Directory Certificate Services
= =5 Active Directory Domain Services
= : Active Directory Users and Computers [ RADIUS, tsd, test.com ]
ol & tsd.test.com
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts

Delegate Contral...
Find...

[ Active Direct

£ DNS Server
%ﬁ Web Server (IS

i Features d ST

g Diagnostics ' Bl

= JJ- Configuration View » %

=3 storage —_— i
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias

) Printer

Properties User
Help Shared Folder

MName

Type

Description

3_, Administrator  User

%Allowed ROD... Security Group ...
%Cert Publishers  Security Group ...
Security Group ...
Security Group ...
%DnsUpdatePr. . Security Group ...
%Domain Admins  Security Group ...
%Domain Com... Security Group ...
E&Domain Cont... Security Group ...
E&Domain Guests  Security Group ...

2, Denied ROD. ..
52 Dnsadmins

%Domain Users  Security Group ...
< Enterprise A... Security Group ...
% Enterprise R... Security Group ...
%, Group Policy ... Security Group ...
3 Guest User
£, RAS and IAS ... Security Group ...
% Read-only D... Security Group ...

%, Schema Admins  Security Group ...

TSD User

Mew Object - Group

tsd, test.com,Uisers

% Create in:

Group names:

I Wireless Users

Group name (pre-Windows 2000):

I Wireless Users

Group scope Group type

" Domain local ¥ Security
" Global " Distribution
@ Universal

o]

Cancel

Built-in account for admini..
Members in this group can..
Members of this group are..
Members in this group can..
DMS Administrators Group
DNS dients who are permi..
Designated administrators..
All workstations and serve.,
All domain controllers in th..
All domain guests

All domain users
Designated administrators..
Members of this group are..
Members in this group can..
Built-in account for quest ..
Servers in this group can ...
Members of this group are..
Designated administrators..



:ﬁ_& Server Manager (RADIUS)

=l i’* Roles N
= Active Directory Certificate Services aame —
[El %5 Active Directory Domain Services & Administrator  User ]
=l ] Active Directory Users and Computers [ RADIUS. tsd. test.com ] 2, Allowed ROD... Seaurity Group ...
=] .'}F'E] tsd. test.com %Cert Publishers Security Group ...
| Builtin 82, Denied ROD...  Security Group ...
| Computers %Dns.ﬁ.dmins Security Group ...
2 | Domain Controllers .‘:"(!,DnsUpdatePr... Security Group ...
| ForeignSecurityPrincipals .‘P&Dumain Admins  Security Group ...
| Managed Service Accounts ::"&Dnmain Com.,. Security Group ...
| F E"@ Domain Cont...  Security Group ...
. " Delegate Contral... =
ﬁi Active Direc Find %Domain Guests  Security Group ...
% DNS Server .‘?&Dumain Users  Security Group ...
5 web Server (0 [ coreut=r 2 Enterprise A...  Security Group ...
o En.aamrez All Tasks b Contact 82, Enterprise R...  Security Group ...
= Llagnos CS Group E'&Grnup Policy ... Security Group ...
:m Configuration View J 2
Eﬂ Storage InetOrgPerson *a Guest User
Refresh msImaging-PSPs P&F‘.AS and IAS ... Security Group ...
Export List. .. MSMQ Queue Alias |2, Read-only D...  Security Group ...
) Printer P&Schema Admins  Security Group ...
Properties ?
_User | & TS0 User
Help Chared Folder RWireless Users Security Group ...

New Object - User x|

‘3) Create in:  tsdtest com/Users

First name: Iaamn Initizls: I

Last name: I

Full name: Iaan::n

User logon name:

Jaaron | @tsd test com |

User logon name (pre-Windows 2000):
ITSD"\ Iaamn

¢ Back Mest = Cancel




Remate Desktop Services Profile I Personal Virtual Deslkiop I COM=
Dial-in I Environment I Sessions I Remoate contral
General I Address I Accourt I Profile I Telephones I Organization Member Of

Member aof:
Name Active Directory Domain Services Folder
ain Users tsd test ¢ ers
Wireless Users t=d test.com.Users
Add... | Remove I
Primary group: Domain Users
) There is no need to change Primary group unless
et Frimany Group | you have Macintosh clients or POSE¥-compliant
applications.

ok | caned | ser | Hep |
20X

Remote Deskiop Services Profile I Personal Vitual Deskiop | COM= I

RAD - . M.
General | Address I Account I Profile I Telephones I Organization I Ma‘nberOfI be
Dial-n | Enwvironment I Sessions | Remote control -
Network Access Pemission p
i
rs...
De B
th...
" Control access through NPS Network Policy
[ Verfy Caller-1D: "
r—Callback Cptions re...
& No Callback M
it...
™ Set by Caller (Routing and Remate Access Service only)
™ Mways Callback to: re..

I~ Assign Static |P Addresses

Dgﬁrje IP addrgssesto enable forthis Static IP Addiesses . |
Diakin connection.

I Apply Static Routes

Define routes to enable for this Dialin Static Foutes .. |

connection.

ok | cancel | Aoy | Hen |

Add account from AD
Modifying remote access permission to Allow access (Deny access by default)



® Creating NPS Rules

Configuring NPS for the RADIUS, for the Standard Configuration option, select RADIUS server
for 802.1X Wireless or Wired Connections

i Server Manager (RADIUS) NPS (Local)
Bl 52 Roles
"= Active Directory Certificate Services Getting Started

=7 Active Directory Domain Services

DINS Server Netwark Palicy Server (NPS) allows you to create and enforce organization-wide network access policies for client
o % Network Palicy and Access Services health, connection request authentication, and connection request authorization.
= € NP5 (Local)
] RADIUS Clients and Servers
[5[ Policies Standard Configuration a

Q Metwork Access Protection
B Accounting
* Templates Management
%) Routing and Remote Access RADIUS server for 8021 Wireless or Wired Connections j

Q‘a Web Server (I15) Networke Access Protection (NAF)
ﬂ Features T

5 Diagnostics
IE Configuration
g Storage

Select a corfiguration scenario from the list and then click the link below to open the scenario wizard.

I s
uthenticating switches (also called RADIUS clients).

n Corfigure 802.1X n Leam more

Advanced Configuration -

Templates Configuration -
Configure 802.1X Xl

Select 802.1X Connections Type

Type of 802.1X connections:
¥ Secure Wireless Connections

When you deploy 8021 wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

™ Secure Wired (Ethemet) Connections

When you deploy 802.1X authenticating switches on your netwark, MPS can authenticate and authorize
connection requests made by Bthemet clients connecting through the switches.

MName:
This default text is used as part of the name for each of the palicies created with this wizard. You can use the
default text or modify it .

Secure Wireless Connections

Brevious | Mext Eirnzh Cancel




DAP-2360 Properties

I~ Selec

Microsoft: Protected EAP (PEAF)




Configure 802.1X

Specify User Groups

Users that are members of the selected group or groups will be allowed or denied access
based onthe network policy Access Permission setting.

Configure 802.1X

Configure Traffic Controls

Use virtual LANs (VLANs) and access control lists (ACLs) to control network traffic.




Configure 802.1X

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS dients

You have successfully created the following policies and configured the following RADIUS clients.

+ To view the configuration details in your default browser, click Configuration Details.
+ Ta change the configuration, click Previous.

us
+ To save the corfiguration and close this wizard, click Finish.

Connection Request Policy:
Secure Wireless Connections
Network Policies:

Secure Wireless Connections

Configuration Details

Previous ezt Finish Cancel

® WAP/WPA2-enterprise configuration on Access Point/Wireless client
Access Point Authentication WPA-Enterprise

DAP-2360

B Logout ®) Help

* DAP-2360 - =

-

[ 4 Basic Settings %
" Wireless Band

¥ Advanced Settings Mode

Access Point  +
i status

Matwork Name (55ID)

SSID Visibility Enable ~

Auto Channel Selection Enable ~

Channel

Channel Width 20 MHz -
Authentication WPA-Enterprise ¥

RADIUS Server Settings

WPA Mode AUTO (WPA or WPAZ) +

Cipher Type Auts v Group Key Update Interval (Seconds)
Network Access Protection

Ereottv:g{:;nﬁtccess @ Disable () Enable

Primary RADIUS Server Setting

RADIUS Server RADIUS Port
RADIUS Secret [seensees ]

m




Wireless client / PEAP Authentication method

Remave Move down  Adapter properties

Networks you can view, modify, and reorder (2)

- aaron-dap-2360
|

~ [ Jhang WiFi
E‘
e

aaron-dap-2360 Profile name: aaron-dap
Security type: WPA2-Ente

' Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet col

name (SSID) and

nnection

aaron-dap-2360 Wireless Network Properties

-
Protected EAP Properties

Connection | Security

Security type: WPA2-Enterprise v
Erspinoe

Chaoose a network authentication method:
[Microsoft: Protected EAP (PEAP)

[

Remember my credentials for this connection each
time I'm logged on

Advanced settings

|10y
When connecting:
i (] [ validate server certificate
["]Connect to these servers:
| |

Trusted Rook Certification Authorities:

Equifax Secure Certificate Authority -

< . ] »

["]Da not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured passnord (EAP-MSCHAP v2) v [[configure... |

[7] Enable Fast Reconnect

Enforce Network Access Protection

Disconnectif server does not present aryptobinding TLY
Enable Identity Privacy

EAP MSCHAP\2 Properties

When comnecting:

Automatically use my Windows logon name and
pamurd (and domain if any).

(I =

Ijﬁmless client-




-
aron-dap-2360 Wireless Network Properties |il n I
e

Connection | Security jove
[ 802, 1 settings | 802, 11 settings |

i}

Security type: [wPa2-Enterprise - -H

[Useror computer authentication V] | Save credentials |

Encryption type: [AES v]

[l pelete credentials for all users

[T Enable single sign on for this network
Choose a network authentication method:

[I"'chrosoﬂ: Protected EAP (PEAF) V] [ Settings

(@) Perform immediately before user logon

Perform immediately after user logon

Maximumn delay (seconds):

D.-'-\I_Iow additional dialogs to be displayed during single
sign on

[ This netwark uses separate virtual LANs for machine
and user authentication

[#] Remember my credentials for this connection each
time I'm logged on

Advanced settings

e
» v » - -

Q )| @ hitp://192.168.0.50/index.php

o ®
DAP-2360
D-Link
ﬁ Home " ‘T( Maintenance -, Configuration v -~ System f W] Logout
* DAP-2360
[ Basic Settings
: [ Advanced Settings Client Information _ Station association (2.4GHz) : 1
- status Band Authentic Signal
2 Device Information
-2 Client Information :24:D7: 20 N WPA2-EAP 100% Off
{ —_— -
Network Conmitiﬂ_ 3| 1 intel 6300agn Status i [ ]
Network Connection Details: General
Py Val
c;m cfic DN... di :e o
nection-specific DN...  diink.com.tw =
IPv4 Connectivity: Internet
Description Irtel(R) Centrino(R) Utimate-N 6300 AGN i scm"ecﬁ"'“’_ T ke
Physical Address 00-24-D7.CA-B1-20 Rt vity: e
DHCP Enabled Yes Media State: Enabled
P4 Address 152.168.0.106 S aaroqdap 2360
1Pv4 Subnet Mask 255.255.255.0 Dt g1l
Lease Obtained 201298278 T4 06:48:56 Speed: 117.0 Mbps
Lease Expires 2012538288 T4 07.02:55 Signal Quality:
IPv4 Defautt Gateway ~ 192.168.0.1 -
1Pv4 DHCP Server 192.168.0.1 [ petaiis... | [ wireless Properties |
IPv4 DNS Server 152.168.0.1 )
P4 WINS Server Aty .
NetBIOS over Topip En... Yes Sl &g — aed
Linkdocal IPv6 Address  fe80::a4ad:658:3f42:4cf5%.34 L d
|Pv6 Default Gateway Bytes: 1,078 | 3,972
IPv6 DNS Server
< m ] »
(oot [ ] (oo )

i | B Tx@ES) | BEA I




® 802.1x Authentication configuration on Access Point/Wireless client
Access Point Authentication 802.1x

£

* DAP-2360
- s
[ 4 Basic Settings

¥ Advanced Settings
i status

\ Maintenance ~

F] Logout

DAP-2360

®) Help

Wireless Band 2.4GH

Mode AccessPoint v

|aaron-dap-2360

Metwork Name (331D)

SSID Visibility Enable ~

Auto Channel Selection Enable ~
Channel 1

Channel Width 20 MHz
Authentication 802 1% -

RADIUS Server Settings
Key Update Interval (Seconds)
Primary RADIUS Server Setting
RADIUS Server

RADIUS Secret [

Wireless client / PEAP Authentication method

RADIUS Port:

m

Save

B

- .
EAP MSCHAPv2 Properties ‘

aaron-dap-2360 Wireless Network Properties |28 |} protected EAP Properties S
Connection | Security | when connecting:
[ validate server certificate
Security type: 802 1% - Connect to these servers:
Trusted Root Certification Authorities:
]t oot -
[ Baltimore CyberTrust Root (=]
Choose a network authentication method: [C] Certum Ca b
[Microsoft: Protected EAP (PEAP) - [ Settings [] Class 3 Public Primary Certification Authority
o centials for th . - [ Digicert High Assurance EV Root CA
:‘:‘ETH E;ggdﬁ: entials for this connection ea D Entrust.net Secure Server Certification Autharity
[7] Equifax Secure Certificate Autharity -
< m ] »

Advanced settings

Do not prompt user to authorize new servers or trusted
certification autherities.

Select Authentication Method:

| ecured password (EAP-MSCHAP v2) v [ configure...

£ Enable Fast Reconnect
[ Enforce Network Access Protection

o i

] Disconnect if server does not present cryptobinding TLY
[ Enable Identity Privacy

Cancel

=

When connecting:

[ Automatically use my Windorss ogon name and
password (and domain if any).




eV
Home \

Maintenance - -

Configuration -

DAP-2360

= DAP-2360
-

[j# Basic Settings
[ Advanced Settings

Device Information
Client Information

p] Logout

Client Information

Primary SSID  00:24:D7:CA:B1:20 G

Station association (2.4GHz) : 1

MAC Band Authentication

B802.1X/WEP

]

Network Connection Details:

Property
Connection-specific DN...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

|Pv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
MetBIOS over Tepip En...
LinkA4ocal IPvE Address
|Pv6 Default Gateway
IPvE DNS Server

Value

dlink com tw

Intel{R) Centrino{R) Utimate-N 6300 AGN
00-24-D7-CA-B1-20

Yes

192.168.0.106

255.255.255.0

201238278 T4 06:48:56
2012258288 T <F D6:58:56
192.168.0.1

152.168.0.1

192.168.0.1

Yes
fe80:adad 63 8:¥42:4cf5%34

<

T | »

Power Saving

S
Signal Mode
100% off
| N
o Intel 6300agn Status | =
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo Internet access
Media State: Enabled
S5ID: aaron-dap-23a0
Duration: 01:04:20
Speed: 54.0 Mbps
Signal Quality: .
Details. .. ] [ Wireless Properties ]
Activity
sent —— k,. — Received
Bytes: 1,195 | 11,205

['@Pmperh’es ” @D\sﬂhle H Diagnose I




